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EIKONIKA IAIQTIKA AIKTYA
Virtual Private Networks — VPNs

F egional a _ Imermet
Cfiice

Fegional
Office

Femaote | roaming ussrs

https://en.wikipedia.org/wiki/Virtual private network

Me 1a VPNs XpriOTEC KOIVWV KATAVEUNHEVWY TTOPWYV ONUIOUPYOUV OTTOMOVWHEVEG IBIWTIKEG
uttodouéG (Overlay Networks - Yrepkeipeva AikTua) TTAvw o€ KOIVEG UTTOOOWEG (Substrate
Networks - Ymrokeipeva AikTua) 11.X. €TaIpIKA dikTua Intranet/Extranet tdvw atré dnuoéoia
dikTua OTTWG TO Internet rj dikTuo pakpdag ammooTdoews (Wide Area Network - WAN) evog ISP
apxitektovikng IP/MPLS 1 vnoidec Segment Routing petagu Enterprise Local Area Networks -
LANs & Data Centers o€ autdvouEG KOIVOTNTES XPNOTWYV, dIa0@aAilovVTaG:

* Atropdvwon atrd AAAEC KOIVOTNTEG TT.X. MEOow eVOUAAKwOoNG TTaKETWY Tou VPN (padi pe Toug
I01WTIKOUC headers) o€ TTakETa cUPBATA PE TTPWTOKOAAQ KoivoxpnoTwy substrate (tunneling)

« Alaxeipion dIKTUGKWYV TTOpwV & uTrnpeciwyv ava VPN:
o Emékraon trediou dieubuvoewyv VLAN tags r) IP o€ atropakpuopéveg vnoideg evog VPN
o ApopoAdynon e TTEPIOPIOUOUS AoPaAEiag Kal diauolipacuou @oprTiou — traffic engineering 5
o AoQaARG PETAdOON Kal oNuaTtodoaia OTTwG o€ auoTNPEA eAeyXOPEVO TOTTIKO BikTUO (LAN)


https://en.wikipedia.org/wiki/Virtual_private_network

ENOIMOIHMENH NAATO®OPMA AIAXEIPIZHZ

Integrated Management of a Distributed Internet-based
Infrastructure (smravaAnyn)
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ENOMOIHMENH APXITEKTONIKH Software-Defined Network
SDN Software Stack - Peterson et.al. Ch. 3 (sravaAnyn)

https://sdn.systemsapproach.org/arch.html

[cfml " conira " c.mm] cinpt;all SDN End-to-End Perspective
end-host/VM - virtual Switch (vS) >
[ Network 05 ) transit Switches - vS > end-host/VM
N Configuration & Control Software

B = * Network OS (e.g. ONOS)

~ ~ 7 , .. . = * Switch OS (e.g. Stratum)

7 (o) [suhos]  [minos] E + Control App (.g. Trellis)

End Host Trellis Control Apps

Software-Defined (SD) Fabric suite in
m..."'. distributed leaf-spine data-center topologies:
* VLANSs & L2 bridging

* IPv4 & IPv6 routing

« DHCP L3 relay

* Dual-homing of Servers/Routers

* QIinQ forwarding/termination

« MPLS-based pseudowires

ONOS Functionality
- Central ey » Topology Management
Office Metro/Core » Configuration Management

Router .
Base e Control of Switches 4
Stations



https://sdn.systemsapproach.org/arch.html
https://opennetworking.org/onos/
https://opennetworking.org/stratum/
https://opennetworking.org/reference-designs/trellis/

Anonymity Network - The Onion Router (Tor)

https://2019.www.torproject.org/about/overview.html.en
http://fossbytes.com/everything-tor-tor-tor-works/

« Tor Project: Aekaetia 1990 pe kpaTtikh xpnuatoddétnon ato HIA (Naval Research Laboratory — NRL)

« Atraiteital €101k6¢ browser otov Tor client

» BaoiCetal o€ utrepkeipevo (overlay) diktuo eBehovTikwy Tor relays (>7000) ouvdeuévwy o€ public Internet
routers pe d1AdPONES TTOU CUPPATITOVTAI OTTO AVEEAPTNTEG KPUTTTOYPAPNMHEVEG OUVOEDEIC AVAUECH TOUG

* Movortraria (e2e routes) dnuioupyouvTal atTO PN TTPORAETTOUEVN CUPPAP OUVOETEWY PETAEU TwV Tor relays

« O browser Tou xprjoTtn avoiyel Encrypted TLS session a1ré Tov Tor client otov Entry Node dnuioupywvTag
Session Key 1

» To session etrekTeivetal o€ Middle Node péow Node-to-Node Key kal dnuioupyeital Session Key 2

« O Exit Node avoiyel session e Tov Server kal peooAaBei yia Session Key 3 ue tov Tor client xwpig va
yvwpicel 10 IP Tou Xprotn (anonymity) kaBwg kai Ta Middle Nodes o010 povottdT (TTAnv Tou dueca
OUVOENEVOU O€ QUTOV)

* H avraAAayr data petagu user browser kal server Tepva aTTO dIAOOXIKA OTPWHATA KPUTTTOYpd@nong (€€’ ou
Kal onion router)

Entry guard Encrypted by Tor

=== Not encrypted by Tor
g 15 yp y
Tor client ) .o® E

i& network '\ Destination

Middle relay
Ex1t relay
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The Deep & Dark Web

Deep Web: Sites un avoikti¢ mpéofaong (not indexed by search engines,

1.X. Google) https://en.wikipedia.org/wiki/Deep web
Dark Web: YTtroouvoAo tou Deep Web pe TpooTacia avwvupiag sites &

users 1r.X. Méow Tor https://en.wikipedia.org/wiki/Dark web
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« Onion Service Protocol (hidden services over a Tor overlay)
https://2019.www.torproject.org/docs/onion-services
https://medium.jkala.sh/bloq/2019/4/24/the-dark-web-everything-you-need-to-know
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E=EAI=H KINHTHZ THAE®QNIAZ
GSM (2G, 1988) - UMTS (3G, 2000) - LTE (4G, 2010)

* Voice Signals Only
* Analogue Cellular Phones
* NMT, AMPS

* Voice & Data Signals
* Digital Fidelity Cellular Phones
* GSM, CDMA, TDMA

¢ Enhance 2G
* Higher Data Rates
* GPRS, EDGE

* Voice, Data & Video Signals
¢ Video Telephony [ Internet Surfing
* 3G, W-CDMA, UMTS

MSC: Mobile Switching Center (KévTtpo
* High Speed & IP-based Metaywyng Kivntrig ThAspwviag)

* 4G, Mobile IP

* Enhanced 3G | Interoperability Protocol

Rl as covriory: beo:/iwww.rajashumans.com PSTN: Public Switched Telephone Network
(Anudoio ThAe@wviko AikTuo)




ENOMOIHMENH APXITEKTONIKH IMS

(IP Multimedia Subsystem)
Atroyn ™S ITU-T & TnAsmkoivwviakwy Mapéxwyv (TELCO
Operators) yia Converged Networking

Media Server i_ ——— iApplication Server
’

Internet
~
I SIP phone
@ - ‘ e
_> —
UE \
SGSN
PSTN

— — - Signaling |
CPE: Customer - Premises Equipment
CSCF: Call Session Control Function
GGSN: Gateway GPRS Support Node CPE

HSS: Home Subscriber Server
IMS: IP Multimedia Subsystem
IMS-MGW: IMS-Media Gateway
ISUP: ISDN (Integrated Services Digital Network) User Part SIP
MGCF: Media Gateway Control Function

MRF: Media Resource Function

P-CSCF: Proxy - Call Session Support Function

PS: Packet Switching domain

PSTN: Public Switched Telephone Network

SIP: Session Initiation Protocol

SGSN: Serving GPRS Support Node

UE: User Equipment 8




Yl H 5" FENIA KINHTQN EMIKOINQNIQN

5é\ ZuykAion Emikoivwviwyv: Fixed-mobile Convergence (FMC)
Evotroinuévo Internet Tou 2020++

https://5g-ppp.eu/white-papers/

5G Backhaul, Fronthaul network

MNpodiaypapéc 3GPP

(34 Generation Partnership Project)

https://www.3gpp.org/technologies/5g-system-

fronthaul backhaul
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Source http://www.bost,ey.gov.tw/Upload/UserFiles/12.pdf

overview

Radio Access Fronthaul Network (RAN)

Hand-held Devices, I/A & Streaming Video

Antennas (Microcells, Metro Cells, MIMO, Drones)
Low-Band: 600-850 MHz (30-250 Mbps)
Mid-Band: 2.5-3.7 GHz (100-900 Mpbs)
High-Band: 25-39 GHz (> 1 Gbps)

Backhaul Mobile Network
Microwave, VDSL, GPON, p2p Fibers
Cell antennas > Edge Servers

Transport Optical Backbone Network
L3 Router, Aggregation Hub

Core Network
Clouds, CDNs, Data Centers...

Air Latency
Goal: 1 - 4 msec (Edge Servers ditrAa o€ Kepaieg)
2nNPepPIVEG eMdO0EIG: 20-30 msec

Epappuoyég

Transport Security - Autonomous Vehicles, TnAgiatpikr...)

« Enhanced Mobile Broadband, eMBB (Smart Cellphones 4G - 5G,
 Ultra-Reliable Low-Latency Communications, URLLC (Factory Automation - Industry 4.0, Robotics,

» Massive Machine-Type Communication, mMTC (Madlikég Ap. TeppaTikwy - Sensor Networks, loT)

800-1400 Euros/Zuokeun)
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SENSOR NETWORKS, loT - Internet of Thmgs SMART CITIES
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_;j%;fg o Aiktua MpdoBaong pe 12.000 AioBnTpec (Wireless
Sensors)
Euqueig lMNoéAeig: Yrodopég & Epapuoyég Kataveunuéveg E@apuoyég oe YtrohoyioTikd Négn (Clouds)
Tsarchopoulos, P. (2006) Evaluating Scenarios for Digital Cities http://www.smartsantander.eu/

H gmoyxn Tou A1adikTuou Tou MéAAovTog (Future Internet) £xel Sekivijoel:

« OmrTika & Acuppata Aiktua Koppou o€ TTaykdopia KAipaka, Content Delivery
Networks (CDN)

* AoUpuara Aiktua MNMpdéoBaong AioBntRpwyv (Wireless Sensor Networks), 35
dloeKaTOPMUpPIa TEAIKOI KOUPBOI (ekTipnon yia 2020+)

* 2ZUyKAIon AiIKTuaKWV TexvoAoyiwv: EupulwvikEG OTITIKEC & DOPUYOPIKES CEULEIC,
aoupparta diktua (GPRS, GSM, LTE, 5G Radio Access Network - RAN), ToTTIKA dikTua
Ethernet & WiFi, emkoivwvieg MIKPAGS euPBEAIag Bluetooth, IR, RFID...

» TexvoAoyieg AcUpuatwy AIKTUWV AiIoONTAPpWY XauNANG 1I0xUo¢ & KOoToug (Zigbee,
Bluetooth, SigFox, LoRa, NB-IoT / Narrow Band Internet of Things)

» Mpoéopaon oe Eikovikd YtroAoyioTika MepiBdaAAovra, private — public clouds
EUQUEIC YNOIOKES EQAPUOYEG, UTTNPETIEG triple play, autouarn odriynon, Industry 4.0

- Smart Data, Control & Management Plane, Network Softwarization, Segment
Routing (SR-MPLS, SRv6), Programmable Data Planes (P4, XDP), Machine Learning

O1 4 peyaAurepol
KOTOOKEUOOTEG
TNAETTIKOIVWVIOKOU
eSoTAIoOU
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OAOKAHPQMENEZ EYQ®YEIZ YNOAOMEZ & YINHPEZIEZ

Converged Programmable Communication Infrastructures & Services

Ytnpeoieg Triple-Play (Internet, Voice, Video) mdvw o€ evotroinuéva
Oiktua IP

IP Multimedia System (IMS): 2x¢010 20ykAnong g 3G.IP (forum
KOTOOKEUAOTWYV KIVNTAG ThAEpwviag, petemeita 3GPP) atro 1o 1999 mou
u100etBnke atrd 1Ic TELCO (PNO, Public Network Operators) kal Tnv ITU-
T (International Telecommunication Union)

To pEANov Twv Evotroinuévwy Emmkoivwviwy: H onuepivr) amoywn tng
Fixed-mobile Convergence pe 1nv ApXITEKTOVIKE 5" M'evidg (5G) kal 10
eTTEPYXOMEVO ToOUVAUI TwV Sensor Networks = Internet of Things (loT)

AuTopaTOTTOINGN OIAUOPPWAONG, EAEYXOU KAl OIOXEIPIONG UTTOOOUWY KOl
UTTNPECIWY O€ EUQUEG, TTPOYPANHATICONEVO (software-defined) kai
AZO®AAEZ oikoouoTnua he eyyunoeig (;) dlac@aiions TTPOCWITTIKWV
OedONEVWY - privacy

Alaouvdeon ZnuaTtodoaiag - ETTédwyv EAEyXou o€ ONOOTTOVOIAKO
TMEPIBAAAOV TTOAAATTAWY SIAXEIPICTIKWYV TTEPIOXWV (;;;)

Stitching of CONTROL PLANE PROTOCOLS across
Autonomous Domains (Multi-domain Signaling Protocols)

ONLY TWO SUCCESS STORIES
« SS7 (International Telephony) y
« BGP (Global Internet)
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