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EMNINEAO METAAOZHZ AEAOMENQN - Data Plane (1/5)

M&Bodor MeTaywyng — Switching Methods

— Mpow6non (forwarding) péow kavaAlwyv oTaBepou eupous: MeTaywyn
KUKAWMaTOG - circuit switching 11.%. MNMapadoaoiakr TnAepwvia POTS (Plain
Old Telephone Service) i PSTN (Public Switched Telephone Network), kivnth
TNAcQwvia GSM

— [MpowBnon pe NUI-JOVIPa KUKAWMATA cross-connects, TT.X. EUQUEIC
TTOAUTTAEKTEG TDM (64Kbps — 34 Mbps), dakTuAlol SDH/SONET pe e@edpia
(Ewg 10 Gbps) & oTrTikoi TTOAUTTAEKTEG XpwuaTtoc DWDM (€wcg 80 xpwpuaTta, 10
- 100 Gbps/xpwua)

«  Alauépoewon mAaiciwv TDM: ITU-T SDH/GFP framing (atré STM-1=155 Mbps -

STM-, e@edpeia ring protection, VC-4 (150 Mbps) virtual concatenation (11.x. VC-4-
7v=7xVC-4 - 1 Gbps)

» Optical Digital Wrapper (ITU-T G.709: 2.5, 10, 40, 100 Gbps + Forward Error
Correction - FEC)

— Kwdikotroinon o rakEra/mTAaiola Ethernet, WiFi (IEEE 802.11), MPLS, TCP/IP
— [NpowBnon TTakETwY dedOUEVWY dia HECOU PETAYWYEWV (switches) &

OpopoioynTtwyv (routers): Metaywyn mrakérou — packet switching yia
QUVAMIKNA KATAVOMN OIKTUGKWY TTOPWYV WE OTATIOTIKA TTOAUTTAECIQ

*  Meraywyn emmredou 3 (TCP/IP, Internet)
*  Metaywyn emmredou 2 (Ethernet)
*  Metaywyn etritredou 2 V2 (MPLS)
— Eupulwvikry aocuppatn TTpowbnon TTaKETWYV
* WiFi Local Area Networking (LAN)
« 4G/5G Backhauling: Mobile User - Provider Edge - Core Network Routing



EMINMEAO METAAOZHZ AEAOMENQN - Data Plane (2/5)
Otmrnika Aiktua Koppuou - Zuyxpoveg lepapyxieg AaktuAiwv TDM:

SONET (ANSI T1.105) & SDH (ITU-T G.707, G.708)
[MepiodikoTnta MNMAaigiou: 125 pysec ammo pwv PCM 64 Kbps

SONET SDH SONET LINE RATE
Frame Format | (Synchronous Optical (Mbps)
(Synchronous Digital Carrier Level

Optical Hierarchy)

Networking)
STS-1 - OC-1 51.85
STS-3 STM-1 OC-3 155.52

STS-12 STM-4 0C-12 622.08

STS-48 STM-16 OC-18 2488.32

STS-192 STM-64 0C-192 9953.28




EMNINEAO METAAOZHZ AEAOMENQN - Data Plane (3/5)

Autopatn AvTtidpaon o€ BAaBeg OrTikwyv AakTuAiwy
SDH Ring Protection

1+1 SDH Protection

working

ADM: Add-Drop Multiplexer
working
/ wﬁ / WB

k.hj P
I I ? Fiber fault

MPIN TH BAABH META TH BAABH (FIBER CUT)

Xpoévog Avtidpaong
og BAGBn: 50 msec

1:1 SDH Protection

working working

..........
......
.......
e

‘4

Fiber fault



EMIMNEAO METAAOZHZ AEAOMENQN - Data Plane (4/5)
Wneiak) Evoupparn MpéopBaon — Wired Digital Local Access

ISDN (Integrated Services Digital Network): INpéoBaon yneiakwyv kavaAiwv PCM @ 64
Kbps pe ouyxpovn mToAuTtTAegia xpovou (TDM)

« Basic Rate 2B+D

* Primary Rate 30B+D

ADSL, VDSL, VDSL2 Vectoring (Asymmetric Digital Subscriber Line, Very high bit
rate Digital Subscriber Line): Baoiky Wneiakn MNpoéoBaocn (Basic Broadband) mavw
at1rd Avaloyikoug 2uvdpounTikoug Bpdyouc MNMapadoaiaknc TnAepwviag (POTS)
https://en.wikipedia.org/wiki/VDSL

POTS | | UPSTREAM DOWNSTREAM UPSTREAM & DOWNSTREAM
' ¢ B —————> 1 VDSL2
0. 14 MHz 11 MH: 22 MHZ 12 MHZ |

Version Standard name | Common name Downstream rate ¢ Upstream rate ¢ Approved on ¢
VDSL ITU G.993.1 VDSL 55 Mbit/s 3 Mbit/s 2001-11-29
VDSL2 ITU G.993.2 VDSL2 200 Mbit/s 100 Mbit/s 2006-02-17

ITU G.993.2 VDSL2 Annex Q _ _

VDSL2-Vplus 300 Mbit/s 100 Mbit/s 2015-11-06 5

Amendment 1 (11/135) | VPIus/33b


https://en.wikipedia.org/wiki/VDSL

EMNINEAO METAAOZHZ AEAOMENQN - Data Plane (5/5)

Evoupparn MNpéoBaon — Wired Digital Local Access Technologies

Optical fibers Metallic cables

Next Generation Access (NGA) e

OmrTikd Aiktua Eupulwvikiig MpéoBaong e ETTN
FTTX (Flber To The X) *>1oooft. (300m)
> 24 Mbps (1 Gbps) amé TELCO Central
Office oe X (Node, Curb, Building, Home)

JFTTC

Digital Agenda Tn¢ EvupwTtraikng Evwong
KaBoAikr) Bacikr) eupulwvikh TTpocBaacn
(basic broadband) to 2013 kai TTpoofaon
o710 Internet oe >30 Mbit/s To 2020

T FTTB

To 2020 mavw atrd 10 50% TWV OTTITIWV
TTPETTEI VA £XouVv TTPpOCcRacn oTo Internet o€
Taxutnteg >100 Mbit/s péow NGA

JFETTH

https://en.wikipedia.org/wiki/Fiber to the x

EvaAAakTiki) Acuppatn Evpulwviki MNpéoBaon
MEow aocUppaTWYV JIKTUWV PeTaywyng TTakETou WiFi , 4G, 5G 6



https://en.wikipedia.org/wiki/Fiber_to_the_x

EMIMNEAO EAEIMXOY - Control Plane (1/4)

Karavourn KavaAiou & ApopoAdynon Circuit Switching

« 2nuarodocia Channel Associated Signaling - CAS (11.X. wn@iokn)
TNAe@wvia + uttnpeaoieg call forwarding, caller ID...)

« 2nuarodoacia koivou kavaAlou Common Channel Signaling - CCS,
avegapTtnTn atrd TNV OpopoAdynon TNG UTTO EAEYX0 KANONG

Wnoeiaknn TpéoBacon Integrated Services Digital Network - ISDN

« Zuyxpoviouog xpovikou tTAaiciou (TDM frame synchronization):
eTTavaAnYeig Kade 125 pusec

* MoAutrAgsia kavaAiwv B auyxpovng petaddoaonc ewvr¢ (PCM @ 64
Kbps FDX) kan KavaAiou D onuarodoaciag (FDX) - ptropei va yetadidel
Kal aguyxpova TTakETa OEQOUEVWVY

« 2B+D, Basic Rate Interface (BRI) @ 144 Kbps FDX: 2B kavaAhia PCM
@ 64 Kbps, 1D koivé kavaAl onuarodocioc @ 16 Kbps

« 30B+D, Primary Rate Interface (PRI) @ 2 Mbps FDX: 30B kavdAia
PCM @ 64 Kbps, 1D koivé kavaAl onuatodoaciac @ 64 Kbps

NMpwtoékoAAo Signaling System 7 - SS7

* ‘EAeyxog dlacuvdeong TTapoxwyVv WYnNPIakNS TNAEQWVIaAG, TTEpIaywyn
Aeitoupylwyv euguouc OikTuou (Intelligent Networks) péow cexwploTwy
UTTOOIKTUWYV ONUATO00CIaG

« Common Channel Signaling — CCS Networks (11.x. 01e6vig
TTEPIAywyn — roaming KivnTAG TnAspwviag GSM)



EMINEAO EAEIXOY - Control Plane (2/4)

Znuarodoacia EAEyXou pETaywyng - SpopoAdynaong - déousuong
TOoPpWV evowpatwpéveg ot TrtakeETa TCP/IP oto data-plane

* 2nuaTtodoaia hE hop®n TTESIWV ETTIKEPAAIdWYV (TT.X. TTEdIA ETTIKEQAAIdWV
Ethernet, TCP/IP, MPLS) o1a utrd €AeyXo TTOKETA OEQOMEVWY (TUTTOU
associated in-band signaling)

* AutOvopa TTakETa uAoTtroinong TTPwWTOKOAAwV (11.X. DNS, ARP, dpopoAdynong
IGP/BGP) diakivoupeva padi pe rakeéra dedouevwy (in-band signaling)

« 2nuatodoaia yia video - voice conference over IP: ITU/T H323 (Multi-
Conference Unit, MCU), SIP (Session Initiation Protocol, IETF RFC 4579...)

Znuarodoagia yia Eugun NMpoypappartilopeva Aiktua Néag Meviag
(Software Defined Networking - SDN)

* '/EAEYXOC OUVUTTAPXOVTWY O€ KOIVEC DIKTUOKEG UTTOOOMEG (Substrate)
«ATTOPNOVWHEVWV» €IKOVIKWYVY DIKTUWV VPN ot emitreda 2 (VLAN), 3 (IP VPN) n
kKal 4 (epapuoyéc — mopTtec TCP/UDP)

* 2NUaTOdOCIa - EAEYXOC - euPuia €Ew atTd To dikTUO dlakivnong dedouévwy (out-
of-band signaling), 1T.x. OpenFlow Controllers trpoypauuati{éueva ava
1I810KTATN (tenant) €IKOVIKOU OIKTUOU, £Cw aTTO TO OIKTUO OEQOMEVWYV OAAG JE
au@idpoun TTPOcRaon o€ TTONITIKEC OPONOAOYNONG EIKOVIKWY OIKTUWYV

» Eugpunc ApouoAdynon oe Aiktua Koppou (Core, Carrier Networks, Content
Delivery Networks - CDN) pe rpodiaypagég emidoong (Traffic Englneerlng -
TE) yia diaxwpIioud powv PETAEU UTTOOUVOAWYV (EUYWV TTNYWYV — TTPOOPIC WV
OI0CUVOEONEVWY DIKTUWV

8



EMINEAO EAEIMXOY - Control Plane (3/4)
Eu@urn¢ ApopoAdynon Powv Source - Destination
Mapadoaiakr) ApopgoAdynon oTo Internet: Destination-based (11.x. BGP)

MpoypaupaTtiloueva Aiktua Néag Neviag (Software Defined Networks - SDN):
Mapexouv duvaToTNTES dlaXwPIoHOU OPOUOACYNONG POWV TTAKETWY avVAAOYa UE
TNV apXIKr Toug TNyn (Source Routing)

Euounc¢ ApouoAdynon oe Aiktua Kopuou (Core, Carrier Networks, Content
Delivery Networks - CDN) ue mpodiaypagég emidoang (Traffic Englneerlng -
TE) ava porj yetacu (euywv TTnywyv — TTpooplicpwy (Source — Destination)

Ao MPLS-TE o€ aAyopiBuoug Source Routing & Segment Routing (SR):
— MPLS-TE - SR-MPLS
— IPv6 - SRv6

Segment Routing (RFC 8402)

— Ta mmakéra piag pong o€ pia mreploxn SR
dpouoAoyouvTtal o€ Ingress - Egress Tunnels h &
KaTd prko¢ Segment Routing Paths 7 R2 RS s

— O dpopoAoynTéc Ingress uttoAoyiouv R1 2
OUVOAIKEG DIaOPOPEC OTN TTEPIOXN Ingress
OUMBaTEC JE TTOAITIKEG £TTIOOONG KAl :
bE BAON TIC DIKTUAKEC KATOOTACEIC L
OAWYV TWV KOMPBWV (Kal TwV EVOIAUECWV) gl
TTOU QVAKOIVWVOVTal JEOW onuaTodoaiag R4 R5

TutTou IGP/MPLS 1 BGP . . Segment Routing Domain
https://www.juniper.net/us/en/research-topics/what-is-segment-

routing.html#:~:text=Contact%20Us- 9
\What%20is%20segment%20routing%3F.headers%20at%20an%20ingress%20node

Segment Routing Path

Segment 2 N Ré

Se,
EMmen; 3 Egress

Se%‘“en‘ i
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https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node
https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node
https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node
https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node
https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node
https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node
https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node
https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node
https://www.juniper.net/us/en/research-topics/what-is-segment-routing.html#:~:text=Contact%20Us-,What%20is%20segment%20routing%3F,headers%20at%20an%20ingress%20node

EMIMNEAO EAEIXOY - Control Plane (4/4)

Eu@ueic Eupulwvikég Zeu&eic Backhauling Acuppatwy YTTodIKTUWYV
NpoéoBaong (Radio Access Networks - RAN) 4/5G

Aggregation Site:

Cellular @—

- Cell Sites

: Cellular J :

|
v, Cellular

https://www.cisco. com/c/dam/en/us/solutlons/serwce- ! 10

rovider/industry/telco/assets/pdf/backhaul-use-case.pdf



https://www.cisco.com/c/dam/en/us/solutions/service-provider/industry/telco/assets/pdf/backhaul-use-case.pdf
https://www.cisco.com/c/dam/en/us/solutions/service-provider/industry/telco/assets/pdf/backhaul-use-case.pdf
https://www.cisco.com/c/dam/en/us/solutions/service-provider/industry/telco/assets/pdf/backhaul-use-case.pdf
https://www.cisco.com/c/dam/en/us/solutions/service-provider/industry/telco/assets/pdf/backhaul-use-case.pdf
https://www.cisco.com/c/dam/en/us/solutions/service-provider/industry/telco/assets/pdf/backhaul-use-case.pdf
https://www.cisco.com/c/dam/en/us/solutions/service-provider/industry/telco/assets/pdf/backhaul-use-case.pdf
https://www.cisco.com/c/dam/en/us/solutions/service-provider/industry/telco/assets/pdf/backhaul-use-case.pdf

ENOIMNOIHMENH APXITEKTONIKH Software-Defined Network

Programmable SDN Software Stack - Peterson et.al. Ch. 3
https://sdn.systemsapproach.org/arch.html

Control Cantrol Contml Control
App App
l Network OS5 J
e,
W Vi ) . o, vM o v
N : o o ., T 8 :
\ 7 ”’.__‘,.. r'H_.- . . H-.""k.. ., § . ,
g | switchos | | switehos | | switehos | E

End Host

Field
Dffice

SDN End-to-End Perspective
end-host/VM - virtual Switch (vS) >
transit Switches -2 vS - end-host/VM
Configuration & Control Software

* Network OS (e.g. ONOS)

« Switch OS (e.g. Stratum)

« Control App (e.g. Trellis)

Trellis Control Apps
Software-Defined (SD) Fabric suite in
distributed /eaf-spine data-center topologies:
* VLANSs & L2 bridging
* IPv4 & IPv6 routing
« DHCP L3 relay
* Dual-homing of Servers/Routers
* QIinQ forwarding/termination
« MPLS-based pseudowires

. . :::f,_ﬁu; _____ij::\_\:\_w ONOS Functionality
j TP central _if/ « Topology Management
— 7 Office veto/core |+ Configuration Management
Base ’/ E E E o  Control of Switches 11
Stations



https://sdn.systemsapproach.org/arch.html
https://opennetworking.org/onos/
https://opennetworking.org/stratum/
https://opennetworking.org/reference-designs/trellis/

KENTPA AEAOMENQN: Data Centers - DC (1/2)
Apxitektovik Core - Aggregation - Access (CAA)

Core layer

Aggregation layer

Access layer

[Mpoocapuoouévn o€ MNapadoaoiakéC E@apuoyEg pe peyain North - South kivnon
(tr.X. INpooPacn oto Internet, Content Delivery Networks - CDN)

12



KENTPA AEAOMENQN: Data Centers - DC (2/2)
Apxitektovikn Leaf - Spline (Clos)

Border-Leaf
layer

Spine layer

Leaf layer

[Mpocapuoouévn o€ EQapuoyEg ye peyain East - West kivnon
(11.X. Y1a E@appoyeEg Texvntric Nonuoouvnc - Artificial Intelligence)

13



EMIMNEAO AIAXEIPIZHZ

Management Plane

*  TNAETTIKOIVWVIOKEG UTTOOOMEG TTAPOXWYV OIKTUAKWY UTTNPECIWV: KAEIOTA
OIAXEIPIOTIKA OUCTHAMATA AVAAOYQ PE TOV TTPOUNOEUTH TAAETTIKOIVWVIAKOU
ECOTTANIOOU KEVTPWY METAYWYNG, ECOTTAIOMOU TTOAUTTAECiaC SDH KATT.

v Movtého OS/NE (Operation System / Network Element)

v Alaxeipion omrmikwy OIKTUwv DWDM (eTmékTaon KAEIoTWY proprietary cuotnudrwyv
dlaxeipiong SDH, xprion scripts, Java - JMX, Web Services, Q3 - TL1 - Corba...)

v' Evotmroinuéva cuatiuata diaxeipiong TMN (Telecommunications Management
Network)

» Alaxeipion diktuwv TCP/IP (Internet — Intranet — Extranet) péow SNMP
v" SNMP transactions using UDP over IP, SMI Data Model, BER for MIB syntax

» Alaxeipion diktuwv TCP/IP péow NETCONF

v YANG Data Model, rpwtékoAAa RPC over TCP/TCL, XML format, Datastore
CRUD (Create, Read, Update, Delete) operations

v" RESTCONF: https/REST Web API as a front-end to NETCONF RPCs

— AlaxeipioTikES Asitoupyiec OSI, CFAPS (uAotroinon o€ TAat@opua OS 4 NMS)
v Configuration (Alaxeipion AidpBpwaong)

Fault (Alaxeipion BAaBwv)

Accounting (AoyioTikr) Alaxeipion)

Performance (Aiaxeipion Atrédoong)

Security (Alaxeipion AogaAcgiag)

v
v
v
v 14



2YNOWH EPIAAEIQN AIAXEIPIZHZ

Network Management Tools

Diagnostics
— ICMP: ping, traceroute
— tcpdump, Wireshark (Ethereal)

net-snmp (NMS - Agent/MIB, SMI, BER yia UDP PDUs)
— snmp-get

— snmp-walk

— snmp-trap

— snmp-set

NETCONF (NMS - YANG Core Modules, YANG, XML pe SSH 1
TLS/SOAP/https)

Monitoring protocols & tools (per-flow statistics, sampling)
— Netflow

— sFlow

— Visualization tools (e.g. open Grafana)

— MRTG (RRDtool)

Transmission (DWDM, SDH tools): CMIP, TMN, Proprietary
— TL1, Q3, Corba 15



OAOKAHPQMENA EPIAAEIA AIAXEIPIZHZ

Integrated Management Tools

AuTopartoTtrolouv diadikaaoieg diauoppwong, Automatic Configuration
Templates: Ansible https://www.ansible.com/overview/it-automation (Open
Source, Linux - based...)

OpadoTroiouv Acitoupyiec FCAPS

Open Source
— Nagios — Service Monitoring http://www.nagios.org/
— OpenNMS — Network Monitoring
http://www.opennms.org/index.php/Main Page

— Cluster Management
* Linux Heartbeat http://www.linux-ha.org/doc/users-guide/users-quide.html
« Ganglia http://ganglia.info/
« Big Data, Hadoop Clusters http://hadoop.apache.org/

Commercial
— HP Openview
— IBM Tivoli

— CiscoWorks.... 16


https://www.ansible.com/overview/it-automation
https://www.ansible.com/overview/it-automation
https://www.ansible.com/overview/it-automation
http://www.nagios.org/
http://www.opennms.org/index.php/Main_Page
http://www.linux-ha.org/doc/users-guide/users-guide.html
http://www.linux-ha.org/doc/users-guide/users-guide.html
http://www.linux-ha.org/doc/users-guide/users-guide.html
http://www.linux-ha.org/doc/users-guide/users-guide.html
http://www.linux-ha.org/doc/users-guide/users-guide.html
http://www.linux-ha.org/doc/users-guide/users-guide.html
http://www.linux-ha.org/doc/users-guide/users-guide.html
http://ganglia.info/
http://hadoop.apache.org/

ENOMOIHMENH NAATO®OPMA AIAXEIPIZHZ

Integrated Management of a Distributed Internet-based Infrastructure

NETWORK OPERATION CENTER

(NOC) ?
a"@

CORE - TRANSIT - PROVIDER
WIDE AREA NETWORK ',-“' HEGKS
J"""
e
et _h L o N0 LES
[EXY | b
SERVICES ? e

CFERATICHAL

- s e DATABASE

IGP ROUTIMNG _.-"*SNMP MANAGER | WORKFLOW ENGINE 4

MPLS, MPLS/TE
SR, 5Rvb

LOVIER: L&¥ ER MaNaGER  ALARM BROKER

DATA CENTER

CUSTOMER - EDGE LOCAL NETWORK 17
LOCAL NETWORK



EPIAAEIA AOTNZMIKOY AIAXEIPIZHZ

KATANEMHMENQN AIKTYAKQN YIMHPEZIQN
Network Service Management S/W Tools - NAGIOS

NAGIOS
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PlanetLab Traffic - NETMODE@NTUA

icky_FastEthernet
Bewo Ll iilolii]] ML.I\L M
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4 6 0 10 12 1& 16 10 ..‘ 2 0 2 & 60
igabitE thernet

Traffic analysis for stella_FastEthernet
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on
sh

5 Z0tEro

*
SNMP

NETWORK MANAGEMENT PROTOCOLS
(ICMP, SNMP, Q3, TL1, Remote Access - SSH)
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NAGIOS PLUGINS

Plugin Return Code Service State Host State
0 OK UP
UP or
1 WARNING DOWN/UNREACHABLE
CRITICAL DOWN/UNREACHABLE
3 UNKNOWN DOWN/UNREACHABLE

RETURN CODE | TEXT OUTPUT |
OPTIONAL PERFDATA | LONG TEXT LINE ... | PERFDATA ...

0 | PING OK - Packet loss = 0%, RTA=0.15 ms
0 | DISK OK - free space: / 3326 MB (56%); | /=2643MB;5948;5958;0;5968

19



NecC
NeC
necC
NecC
NecC
necC

O O O O O O

NMAPAAEITMATA NAGIOS PLUGINS

K_http
K_snmp
K_Icmp

K_Nntp
K_Ifoperstatus

K_mrtg

check ssh
check_ifstatus
check ntp time

C
C
C

NeC
NeC

NecC

K_Imap
K_Ups

K_ftp

check ping -H <host> -w <wrta>,<wpl>% -c
<crta>,<cpl>%

20
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