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APOMOAOIHZH ENINEAOY 2

TE AIKTYA NAPOXQN (smavdAnwn)
Provider Backbone Bridges — PBB
(mac-in-mac, |IEEE 802.1ah)

PE: Provider Edge Bridge

CE: Customer Edge Bridge
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IEEE 802.1ah (2008): Emréktaon Ethernet LAN’s (IEEE 802.3z: 1 GigE, IEEE
802.3ae: 10 GigE) o MntpotroAitika Aiktua MAN & Aiktua Kopuou Eupeiag

Provider Network

RB

A

Regular bridges

[Mepioxns WAN (7-10-40-100 GigE)

» TuTtrotroinon pwTtokOAAwvV VPLS, mac-in-mac kai QinQ tunnels yia emréktaon VLAN's
METACU TOTTIKWY OIKTUWYV LAN'’s péow Layer 2 VPNs

» [lpocg cuppikvwaon TottoAoyiag emtrédou 3 > collapsed backbone pe pnxaviopoug

MeTapopac emmiTédou 2: 10-100 Gig point-to-point Ethernet transport



NMAPAAOZIAKH APOMOAOIHZH ENMINEAOQY 3 (srravaAnyn)
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R3:192.168.100.1/30

Routing

R2:192.168.1.2/30

020G_737

R2:192.168.100.2/30

2 € KGBe kKOPPOo KABe TTakETO dpouoAoyeital oTo interface Tou eTTépevou KOuBou IP pe
Baon 10 longest prefix match Tng dicuBuvong IP TeEAIKOU TTPOOPICUOU GTOV TTivaKa
dpopoAdynang

NMNINAKAZ APOMOAOIHZHZ Router 2 (R2)
Destination Network Next-Hop

10.1.1.0/24 192.168.1.1 ummmmmm L-ongest-prefix match
10.0.0.0/8 192.168.1.1 (24bits)



APOMOAOIMHZH ENINEAOY 2.5:
MPLS (Multi-Protocol Label Switching) (€1TTavaAnwn)

<10.1.11

MPLS core routers :

MPLS edge routers:

Label Removal and| |[Routing Lookup and
Routing Lookup Label Assignment
=23 10.0.0.0/8 & L=25

/ NURCEEED
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MPLS Domain

Label Swapping
L=25-»1L=23

Label Switch Router — LSR
AvTikaBioTouv (swap) Labels
[MpowBouv Ta TTaKETA PE BAon TTivakes dpopoAdynong ava Label

Edge LSR, Label Edge Router — LER
Eicdyouv/diaypagouv etmikepalidec MPLS
ApopoAoyoUv pe Baon mivakeg dpouoAdynong IP kai Labels 4



MPLS HEADER (cmavéAnwn)

MPLS Header: 32 Bits (4 B*,r_tes]

The Label Value S ‘ TTL
“xﬁ 20 bits 3bits 1bit 8 mts,”
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Layer 2 HEEdEJ MPLS Header ( IP Packet

Label : 20 bits (~ 1 million flows, 0 to 15 reserved for special use) assigned
to source & destination IP (flows), traffic engineering option

Exp: Experimental Use
S: Bottom of Stack (set to 1 for the last entry in the label)

TTL : Time To Live



EIKONIKA IAIQTIKA AIKTYA
Virtual Private Networks - VPNs

https://en.wikipedia.org/wiki/Virtual private network

. = Internet
Regional .

Office
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g Head-office Internet g Extranet
= L] [T+« i = R
Regional h [ -— —l—l—
Office = Remote Users Firewall Intranet
i W E} Extranets provide access to an intranet to remote users, protected t:y fir.e\A:aIIs and other protection methods
m = https://techterms.com/definition/extranet

Remote / roaming users

Me 1a VPNs XpriOTEC KOIVWV KATAVEUNHEVWY TTOPWYV ONUIoUPYOoUV 1IB81IWTIKESG UTTOOONEG Overlay
Networks 1 etaipikd dikTua Intranet/Extranet tdvw atré dnuoéoia dikTua OTTwG 10O Internet n
dikTUO pakpdg attooTacewc (Wide Area Network — WAN) IP/MPLS evég ISP ) Enterprise Local
Area Networks - LANs & Data Centers o¢ e€ouoiodoTtnuévoug XpioTeg diac@aAi(ovTag:

* Atmropdvwon atrd AAAEC KOIVOTNTEG TT.X. MEOWw eVOUAAKwOoNG TTaKETWY Tou VPN (uadi pe Toug
1I01WTIKOUC headers) o€ TTakETa cUPBATA pE TTPWTOKOAAA Anpoaiou AikTuou (tunneling)

« Alaxeipion dIKTUGKWYV TTOpwV & uTrnpeciwyv ava VPN:
o EmékTaon trediou dicubuvoeswyv VLAN tags r) IP o€ atropakpuopéveg vnoideg evog VPN
o ApopoAdynon Ue TTEPIOPIOUOUG aoPaAEiag Kal diauolipacuou @oprTiou — traffic engineering 6
o AoQaARG PETAdOON Kal oNuaTtodoaia OTTwG o€ auoTNPEA eAeyXOpEeVo TOTTIKO OikTuO (LAN)


https://techterms.com/definition/extranet
https://en.wikipedia.org/wiki/Virtual_private_network

AIAMOP®QZH VPNs & Tunneling Protocols (1/2)

PE: Provider Edge Node
CE: Customer Edge Node PETT  Provider Network E].Ei

e

CE || CE

- Customer Network - - Customer Netwprk

Layer 2 VPN (L2VPN): Emréktaon L2/VLAN over Provider WAN T11.X.

o Point-to-point L2TP (Layer 2 Tunneling Protocol) Travw até IP/MPLS Provider Network
o Point-to-point Etrektdoeic PW (Pseudo-Wire) ravw até IP/MPLS Provider Network

o Multipoint VPLS (Virtual Private LAN Service) mavw ammé MPLS Provider Network

o Eméktaon Mac-in-Mac (IEEE 802.1ah) mavw amé L2 Provider Bridge Network

Layer 3 VPN (L3VPN): Aoyikég Nnoideg IP o€ uttodopég Intranet/Extranet

o IP A MPLS tunnels petagu ikovikwyv dpouoioyntwyv (Virtual Routing & Forwarding, VRF)
opiopévwy otouc PE Nodes (Routers) ava VPN

o Aladikacia Ao@aioucg Etmikoivwviag IPsec Tunnels petacu PE’s BGP/IP Provider Network(s)
o Generic Routing Encapsulation GRE Tunnels petacu PE’s BGP/IP Provider Network(s)

o Aladikacia Ao@aiouc Etikoivwviag OpenVPN Tunnels peTacl TEPUATIKWY OUCKEUWV
xpnoTwyv client - server, hosted o€ d1APOPETIKA dIAXEIPIOTIKA TTEPIBAAAOVTA péow SSL/TLS
(TrpoTiparal n xprion TpwtokOAAwv UDP kai n mpo-gykardoTaon certificates atov client) 7



EIAH VPNs & Tunneling Protocols (2/2)
ETHERNET VPN (EVPN) - Virtual eXtensible LAN (VXLAN):

Layer 2 Overlays over IP Substrates

s Eméxraon ammd VLAN oe
VXLAN (Virtual eXtensible

VTEP IP Address VTEP IP Address LAN) yia Layer 2 utrepkeipevn
_ (overlay) dlaoUvOEon TOTTIKWY
VTEP] i il VTEP2 uTTodIKTUWV (subnets)
. Ethernet kai Data Centers o¢
Hypervisor Hypervisor Aoyika (virtual) LANs TTavw atro

IP/UDP uTtrokeipeva (substrate)
tunnels petagu VTEPs (VXLAN

/M4
* VLAN ID: 12 bits (< 4096)
E —E— + VXLAN ID: 24bits/VTEP
« Ta Layer 2 subnets

Host 1 Host 2 TauTtotrolouvTal atrd Kwoikd VNI
(VXLAN Network ldentifier)

In the figure above, when VTEP1 receives an Ethernet frame from Virtual Machine 1 (VM1) addressed to < H O'I']|JGT0600'I'G

Virtual Machine 3 (VMa3), it uses the VNI and the destination MAC to loock up in its forwarding table for 'ITpGY}JGTOTI'OIEiTGI péo'w
the VTEP to send the packet to. VTEP1 adds a VXLAN header that contains the VNI to the Ethernet frame, ETTEKTAONG TOU TTIPWTOKOAAOU
encapsulates the frame in a Layer 3 UDP packet, and routes the packet to VTEPZ over the Layer 3 BGP yia MAC/IP address
network. VTEP2 decapsulates the original Ethernet frame and forwards it to VM3. VM1 and VM3 are announcements petagu
completely unaware of the VXLAN tunnel and the Layer 3 network between them. 6IGO’UV6£(')}J£VU)V (|J£ IP UDP

tunnels) uttodiIkTUWYV Layer 2/3
Kal kartaveunuévwy Data

https://www.juniper.net/us/en/research-topics/what-is-vxlan.html Centers 8
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IPsec

ECE 454/CS 594, Jinyuan (Stella) Sun, Univ. of Tennessee, Fall 2011

IPsec: AvecaptnTto EQapuoywyv
EVW

TLS: yia ouvdéoeic Web

SSH: yia Remote Login

Transport Mode
AocdAcia Nepiexouévou o€

Tunnel SA

(ﬁ

1 Security
! Gateway™

: Security
' Gateway®

UTTOOUVOAQ TNG oUvOEaNnG e2e
(encryption Tou payload)

Tunnel Mode

Ao@dAcia MNakéTou o€ tunnel
METaCU Security Gateways

IP header

(real dest) IPsec header | TCP/UDP header + data

IP header IP header

(gateway) IPsec header (real dest) TCP/UDP header + data

(encryption apxIKoU TTaKETOU)

«  SA: Security Associations (one way)

— SPI: Security Parameter Index (Cryptographic algorithms, keys, lifetimes, sequence

numbers, mode - transport or tunnel)

— EvaA\akTIKEG SA, atToBnkeupEveG o€ IPsec nodes, evepyoTTolouvTal PE ETTIAOYN TOU TTAKETOU
* AH: Authentication Header
—  EmBeBaiwon TautdétnTag ammootoAéa (Sender Authentication) & un Tapatoinong NVUPATOG

(Message Integrity)

- ESP: Encapsulating Security Payload
— EpmoTteutikdTnTa (Confidentiality)
« |IKE: Internet Key Exchange
— Handshaking protocol yia cup@wvia SA




Generic Routing Encapsulation (GRE)

http://www.juniper.net/documentation/en US/junos13.2/topics/concept/firewall-filter-

tunneling-ipv4-gre-components.html

Passenger Protocol
Network C1

Encapsulator

Passenger Protocol
Network C2

De-encapsulator

Transport Protocol
Network

Transport
Protocol Routing

B Encapsulating firewall filter

@ De-encapsulating firewall filter
----- = Native passenger protocol traffic
— GRE packets

AIAAIAKAZIA ENOYAAKQZHZ - GRE Tunneling

» To payload packet Tpétrel va petagepBei atré Customer
(epapuoyn) C1 oe ammopakpuopévo Customer C2 OTTWG
O€ ATTEUBEIOG JOVOKATEUBUVTIKA OUVOEDT PETAEU TOTTIKWYV
KOMBwV Ceugng CE1 (Customer Edge 1) ka1 CE2
(Customer Edge 2)

* To Encapsulation filter otov diadiKTuakd KOUBO €106d0U
PE1 (Provider Edge 1) eicdyel GRE header ye povadiko
KAEIOi yia TTakéta C1 = C2 (dev 1oxuel yia C2 > C1)

* To amotéAeopa evBuAakwveTtal ue IPv4 header kai
Tpowdeital cav IP datagram amd tov Encapsulator PE1
otov De-encapsulator PE2 péow TCP/IP WAN (Internet)

» To De-encapsulation filter otov diadikTuakd KO0 £€6dou
PE2 (Provider Edge 2) avakTtd 10 payload packet kai To
TTPowoei oTov C2

9041425

Delivery header Required GRE header Payload packet
L A AT A AT A ]
20 bytes 2 bytes 2 bytes
IPvd4 header GRE Flags Protocol Type Payload protocol header and data
!i .\
et Required GRE header plus "
=T optional Key field e
=" A it
r A
GRE Flags Protocol Type Key 10

L ]

go41432

8 bytes
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VPNs ZE OMOZIMONAIA AIAXEIPIZTIKQN NEPIOXQN

KoivoTtiké ‘Epyo NOVI (Networking innovations Over Virtualized

Infrastructures)

« 2uvutrapén o€ dlacuvoeopeva dikTua TTOAAATTAWY VPNS HEow ATTONOVWHEVWY EIKOVIKWV

UTTOOOUWYV HJE ao@aAr TTpocBaon TEAIKWV XpNoTwV

« O1eCoualiodoTnuEVOl XPOTEG ONUIOUPYOUV EIKOVIKEC QETEC - slices ATTO «APIEPWHEVA»
oTtoixeia - slivers: Virtual Machines (VMs), Virtual (Logical) Routers, Ethernet switches...

* Mn kputrtoypagpnuéveg ouvdéoeic WAN: GRE over IP tunnels oto Internet & layer 2 VLANs

« [leipapaTikr) uAotroinon: Anuioupyia & Asitoupyia atTopovwpéEvwy virtual slices pe VM’s oTIg
EIKOVIKEC TTEIPAPATIKEG UTTOOONEC PlanetLab (trdvw atrd 10 Internet) kot FEDERICA (ue

Ethernet/VLANs Twv EupwTraikwyv AEI & Epeuvntikwyv Kévtpwy, Twv EBvIKwy EpeuvnTiKWwy -
Akadnuaikwyv AikTuwv NRENSs kai Tou I'IavsuprralKou Toug AladikTUou GEANT)

—__NoviGUl K#)

Kipia Avagopdad:

V. Maglaris, C. Papagianni, G. Androulidakis, M.

Grammatikou, P. Grosso, J. van der Ham, C. de

Laat, B. Pietrzak, B. Belter, J. Steger, S. Laki, M.

Campanella & S. Sallent, "Toward a Holistic
Federated Future Internet Experimentation
Environment: The Experience of NOVI
Research & Experimentation”, |[EEE
Communications Magazine, Vol. 53, No. 7, pp.
136-147, July 2015

FEDERICAW b
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Logical Router



http://www.fp7-novi.eu/
https://www.planet-lab.org/
http://www.fp7-federica.eu/
http://www.geant.org/
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