AIAXEIPIZH AIKTYQN - NETWORK MANAGEMENT

Etcaywyn - Introduction
H Apxitektovikn Ttou Internet - Internet Architecture

Mpotuno tpwwv Alactacswv Asttovpyiog - Network Operation Planes
Movtélo Awaxeipiong FCAPS - 1ISO/0SI FCAPS Model
To Aiktvo touv E.M.IMN. - NTUA LAN
NepBaiAov Epyaotnplakwv Acknoswv - Laboratory Setup
To Naykoouo Internet - The Global Internet

B. MaykAapng
maglaris@netmode.ntua.gr
www.netmode.ntua.gr

Néa Ktipta ZHMMY - AiBouoca 013
29/9/2025


mailto:maglaris@netmode.ntua.gr
http://www.netmode.ntua.gr/

ITOIBA NMPQTOKOAAQN TCP/IP ZTO INTERNET
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Ze €va 6lKTUO UTIOAOYLOTWVY APXLTEKTOVLKNG Internet:

Ta SUo akpa (source - destination) uhomoloUv epappoyEg (applications) pe cuvepyatiko tpomo (n.. Simple Mail Transfer Protocol - SMITP y\a e-
mail) péow avtaAAayng KwdLkomolNUEVWY PYNPLOKWY UNVUUATWY, TELOXLOUEVA O TIOKETA TTOU powBolvTal autovoua oto Internet

Ma tnv dtadavn kat aflomiotn uAomoinon tng emkovwviog, Ta 8U0 dkpa UAomoLloUV Sladikaole¢ mMPwWTOKOAAwVY peer-to-peer o€ TOAAQTIAQ
otpwpata (layers) mou kaBLotoUV CUPBATEG TIG EMLUEPOUC EPAPUOYEG, AVEEAPTNTA OO AEITOUPYLKA GUOTAOTO, KATAOKEVOOTN KOl
Aemtopépeleg uhomoinong (r.x. Transport Layer, TCP/UDP/ICMP)

H uAomoinon yivetatl pe tnv dtadoxikr evBuldkwon Twy MakETwv o€ dpakEAoug (onion skin model) pe emikepaAideg ToOU eMITPEMOUY TNV
oupBatn mpowBnon ota SiKTua EMKOVWVLWY, XWPLE Yyvwaon Tou epLeXOUEVOU Touc (TLY. Internet Layer, ohyoplBuog Spopoloynong - routing pe
Baon tig SteuBUvoeLg IP Twv Suo akpwv)

JTo XYOUNAOTEPQ oTpWHATA YiveTal N aflomiotn Kot anodoTikn mpocBaocn oto pualko péco (PHY) Twv evllapéowy SIKTU WY,
oupnepthapBavopevng tng dtapopdwonc Tou Pndlakol unVUPATOC o€ onpata (NAEKTPLKA, OTTIKA, NAEKTPOUAYVNTIKA) ovaAoya LE Ta
XOPOKTNPLOTIKA Tou péoou (T.x. Network Access Layer = Data Link & Physical Layers: A\yoplBuol mpooBaong Ethernet, Stauoppwon -
modulation, moAuniAeéia — multiplexing)

AT ta enineda npwTokOA AWV Ta tpia mpwta (Physical, Data Link & Network) adpopouv oTig evoLapeoes SIKTUAKEG UTIOSOWEC (switches, routers)
TIOU UITOPEL va TPOTOTIOLOUV TG ETUKEDOALSEG avaAoya e TiG podilaypadEg Twv Siktuwy. Ot entkepalideg Transport (TCP/UDP/ICMP) kol to
OPXLKO TIEPLEXOUEVO TwV TTAKETWV (payload) adopouv HOVO TIG TEAKEG EPAPHOYEC Kal SLaTEPVOUV SLopavwE TLC EVOLAETEG SIKTUAKEG
Sl100UVOEDELG
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mail) péow avtaAAayng KwdLkomolNUEVWY PYNPLOKWY UNVUUATWY, TELOXLOUEVA O TIOKETA TTOU powBolvTal autovoua oto Internet

Ma tnv dtadavn kat aflomiotn uAomoinon tng emkovwviog, Ta 8U0 dkpa UAomoLloUV Sladikaole¢ mMPwWTOKOAAwVY peer-to-peer o€ TOAAQTIAQ
otpwpata (layers) mou kaBLotoUV CUPBATEG TIG EMLUEPOUC EPAPUOYEG, AVEEAPTNTA OO AEITOUPYLKA GUOTAOTO, KATAOKEVOOTN KOl
Aemtopépeleg uhomoinong (r.x. Transport Layer, TCP/UDP/ICMP)
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Avaloyia pe mpwtokoAAa cuvevwonong Hetafl Suo oTEAEXWVY EVOG OPYAVLOUOU, TOTIODETNUEVWY OE OTTOLLOKPUOUEVEG EYKATAOTATELG:

Y10 uPnAdTepO eminedo ta oTeAEXN eVOLADEPOVTAL YLO TO TIEPLEXOEVO TOU HNVUHATOC Kot OXL T popdomnoinon 1 t Stadikacioa petadopdg tou
To pAvupo KwdLKoToLelTaL oo Th ypappateia og popdr) cUpPATH LE TO TIPWTOKOAAO TOU OPYAVLOUOU

H unnpeoia Stakivnong eyypadwv to tonobetel os appaylopévo dpakelo pe tn StevBuvVon mpoopLopoy

Y10 XapunAotepo (Puoiko) eminedo to pvupa StopLpaletal HEow ToU SIKTUOU TAXUSPOULKWVY UTTNPECLWY
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2XHMATIKH NAPAZTAZH TPIZAIAZTATQN AEITOYPIIQN AIKTYOY
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NMPOTYNO TPIQN AIAZTAZEQN (1/6)

Awaotaon Metadoonc Asdopévwy - Data (forwarding) Plane

— MNoAvunAeéia (multiplexing) oto puoiko eninedo:

* Alapopdwon mAatciwv TDM: ITU-T SDH/GFP framing (a6 STM-1=155 Mbps =
STM-n, epebpela ring protection, virtual concatenation (150 Mbps VC-4, 1 Gbps
VC-4-7v = 7 x VC-4)

* Optical Digital Wrapper (ITU-T G.709: 2.5, 10, 40, 100 Gbps, Forward Error
Correction - FEC)

— Kwdikomoinon oe makéta Ethernet, WiFi (IEEE 802.11), MPLS, IP...

— Mpow®Bnon (forwarding) bebopévwy oe petaywyeic (switches) &
Sdpopoloynteg (routers)



MPOTYNO TPIQN AIAZTAZEQN (2/6)
Awactaon EAEyyov - Control Plane

— In-band Signaling: >npatodoocia PEow £EELOIKEVEVWV TIAKETWY OTO SIKTUO
pnetadoonc dedopEvwy N evowpatwpevn oe eritkepalidec (headers)
naketwv: IP headers, MPLS labels, VLAN tags...

ZeEXWPLOTA pnvopata / TakETa EAEyXoU yla ouvTaEn mvakwyv SpoloAdynong
(Interior Gateway Protocol — IGP, Exterior/Border Gateway Protocol — EGP/BGP)

Maketa eAEyxou «uyelag» tou diktuou — ICMP/ping/traceroute

Mnvupata cnupatodootiag yla anokataotaon povornatiol — path (RSVP, LDP) &
avtiotolxnon enikepaiidwv (labels) os ypapuec MPLS

2nuatodooia avtiotoixnong time slots (A xpwpatocg) o ypapupeg SDH (4 WDM)
MNpwtokoAa ARP & DNS, avtiotoixnon VLAN tags...

— Out-of band Signaling: E¢oywyn Twv AeToupyLlwVv EAEYXOU EKTOC SIKTUOU
netadoonc, eEWTEPLKEC Baoelc SEOOUEVWV KAl EQAPUOYEC EUPUOUC
SlKTUOU:

Wndlakn tnAepwvia: Znpatodoosio Common Channel Signalling CCS7, Intelligent
Networks

Mpoypappatilopeva eudpun Siktua veéag yevidg (user programmable networks):

Software Defined Networks — SDN

MpwtokoAAo OpenFlow onpatodociog petaywyEa (switch) kat e€wtepLkov
e\eyktn (controller)



NMPOTYNO TPIQN AIAZTAZEQN (3/6)

Awaotaon EAéyyou (Control Plane) pe Evdueic Awadikaoieg Data-Plane

AT out-of-band signaling (r.x. onpatodooia OpenFlow) KaVOTOUEG
NPOTAO0ELC/UAOTIOLNOELC OPXLTEKTOVIKWY Programmable Data-Plane os Software

Defined Networks (SDN)

Eudunc avayvwon/eneepyacio MAKETWY EVTOC TwV SPOUOAOYNTWV/UETAYWYEWV N

Sdtenadwv (Interface Cards) tou Aiktvouv Metadoong Aedopévwy (in-network

processing) o€ MPAYUATIKO XPOVO UETAOOONC TIAKETWVY YLa:

e Aueoec uetpnoelg (in-network telemetry - INT)

* MpowBnon nakEtwv (forwarding) cuudwva pe SuvapLKoUg KAVOVEG EudUOUC
dpopoAoynonc (m.x. source routing, segment routing...)

* [pnyopn avixvevon/avtipetwrion KuPepvosmniBéoswyv (detection/mitigation of
attack vectors)

Mpotaoelg el61koV AoyLopLkoU yla UAOTIOLNON apXLTEKTOVIKWY Programmable
Data-Plane:

*  Tl\wooa Npoypappatiopov Eikou Zkomou (Domain Specific Language - DSL): P4
(Programming Protocol-Independent Packet Processors) o€ cUBATOUC LETOYWYELC g
software emulated routers i pe xprion npoypappatilopevou hardware — FPGA boards

* Tlwooa oe Atertageg (Smart Network Interface Cards - NIC): XDP (eXpress Data Path)
yla Linux servers (restricted C, dnuodtAng oe peyala Data Centers)



NMPOTYNO TPIQN AIAZTAZEQN (4/6)

Awaotaon Awaxeipionc - Management Plane

* YMlornoinon moAttikwv draxeiplong: Odnyieg npog Data Plane peow
onupatoodoaoiac Control Plane

e Apapatikd avéavopevn toAuTAOKOTNTA SLoXELPLONG UTTOSOUWV:

— Toruka Aiktua (LAN), MntporoAttika Aiktua (MAN), Aiktua Kopuou
Eupelag Meploxnc (WAN), Sensor Networks - Internet of Things (/oT), Data
Centers, Clouds, Content Delivery Networks (CDN)

— XtaBepnc (Fixed Optical/Copper/Microwave) kot Kivntr¢ Tonoloylac (4G,
5G Mobile Networks)

— AvVAyKn EVOTIOLNUEVWV KOl EVEAKTWVY TAXTPOPUWY SLOXELPLONG, PLAKWV
T(POG TO ALOXELPLOTN



NMPOTYNO TPIQN AIAZTAZEQN (5/6)

Napadooiako Alaxeiptotikd Movtédo Avadopacg FCAPS (ISO — OSI)

* Fault Management (Awaxeipion BAaBwv)

Configuration Management (Awaxeipton AtapBpwaonc)

Accounting Management (Aoylotikn Altaxeipon)

Performance Management (Alaxeiplon Emidoocswv)

Security Management (Alaxeipion Aodaleiog)



MPOTYNO TPIQN AIAZTAZEQN (6/6)
Napadooiakn Apyttektovikn Ataxeiptong Awktvowv TCP/IP (Internet)
SNMP (Simple Network Management Protocol)
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EYOYEZ NPOrPAMMATIZOMENO NMEPIBAAAON AEITOYPTIAZ
NetDevOps

* Avadopa oe Data Models (YANG...), xprion KataAAnAwv epyaleiwv
dlaxelplong peyalou oykou dedopevwyv (NoSQL, Elasticsearch Logstash
Kibana — ELK...)

* Ano epyaheia Command-Line Interface (CLI) = Application Programming
Interfaces (API) oe e€umtnpetntég Linux

* Ano SNMP/SMI > NETCONF/YANG
* Automation - Templates (Ansible...)
* Vendor Independence (Network Function Virtualization - NFV)

* Network Programmability (Network Operating Systems, Software Defined
Networks - SDN)

* Xpron agomotwy aAyopibuwv Mnyavikig Madnaong (Machine Learning)
KOLL CUVEPYOTIKWY TTOALTLKWYV YLOL YPRYOPN OVTLLETWTILON KUBEPVO-EMIBECEWV

* Avolkta {ntipota: Sharing attack datasets, cuvepyo{OUEVO KATAVEUNUEVA -
federated - cuothpata intrusion detection/mitigation pe eyyunoeLg -
Blockchain smart contracts - Kol TEPLOPLOUOUC AOYyw privacy...

Tunornoinon 6tapBpwonc e€omAlopol & AsLtoupyLwy, TILOTOTIONON
epyaAeiwv AoyLloLkov, eéelbikevon katadAAnAwv data models
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EPTAZTHPIAKO NEPIBAAAON MAOHMATO2
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Ol NPQTATQNIZTEZ TOY INTERNET
O Natépec Ttov Internet
Paul Baran (1926 - 2011): Aiktua YroAoylotwyv, Metaywyn Makétou
https://en.wikipedia.org/wiki/Paul Baran
Leonard Kleinrock (1934): Aiktua Yriodoylotwyv, Metaywyn MNoakEtou
https://en.wikipedia.org/wiki/Leonard Kleinrock

Larry Roberts (1937): Aiktua YtoAoylotwy, Metaywyn MNoakEtou, ARPAnet
https://en.wikipedia.org/wiki/Lawrence Roberts (scientist)

Bob Kahn (1938): Metaywyn MNakétou, ARPAnet, MpwtokoAAa TCP/IP
https://en.wikipedia.org/wiki/Bob Kahn

Vint Cerf (1943): MpwtokoAAa TCP/IP, Naykooutonoinon tou Internet
https://en.wikipedia.org/wiki/Vint Cerf

Bob Metcalfe (1946): Toruka Aiktua Ethernet
https://en.wikipedia.org/wiki/Robert Metcalfe

Tim Berners-Lee (1955): NpwtokoAAa HTTP, WWW
https://en.wikipedia.org/wiki/Tim Berners-Lee

H Néa Mlevia tn¢ E€amAwonc tov Internet
Bill Gates (1973): Microsoft Steve Jobs (1955 -2011): Apple

https://en.wikipedia.org/wiki/Bill Gates A8 | https://en.wikipedia.org/wiki/Steve Jobs
Larry Page (1973): Google ‘ Mark Zuckerberg (1984): Facebook
https://en.wikipedia.org/wiki/Larry Page https://en.wikipedia.org/wiki/Mark
Zuckerberg



https://en.wikipedia.org/wiki/Paul_Baran
https://en.wikipedia.org/wiki/Leonard_Kleinrock
https://en.wikipedia.org/wiki/Lawrence_Roberts_(scientist)
https://en.wikipedia.org/wiki/Larry_Page
https://en.wikipedia.org/wiki/Tim_Berners-Lee
https://en.wikipedia.org/wiki/Tim_Berners-Lee
https://en.wikipedia.org/wiki/Tim_Berners-Lee
https://en.wikipedia.org/wiki/Bob_Kahn
https://en.wikipedia.org/wiki/Vint_Cerf
https://en.wikipedia.org/wiki/Robert_Metcalfe
https://en.wikipedia.org/wiki/Mark_Zuckerberg
https://en.wikipedia.org/wiki/Mark_Zuckerberg
https://en.wikipedia.org/wiki/Bill_Gates
https://en.wikipedia.org/wiki/Steve_Jobs

ARPAnet — O NMPOITONOzZ TOY INTERNET

ARPANET GEOGRAPHIC MAP, OCTOBER 1980

MI Td4

LINOOI..H ,.' IIITG

CORADCOM [] Q ORCCT1
o 4 -

t IN?I'2

n
R s -‘
[ ] COLLINS GUNTER 4 BRAGG
L . (IRoBINS

'lEAS
AN SATELLITE CIRCUIT
O IMP
o TIP
A PLURIBUS IMP
¢ PLURIBUS TIP

@ C30

{NOTE: THIS MAP DOES NOT SHOW ARPA’S EXPERIMENTAL SATELLITE CONNECTIONS)
NAMES SHOWN ARE IMP NAMES, NOT (NECESSARILY) HOST NAMES

https://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/arpanet4.gif



https://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/arpanet4.gif
https://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/arpanet4.gif
https://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/arpanet4.gif

TO NATKOZMIO Internet - 2025

@msm\psom About Al v | SearchinAll - x o o

. Fault

i @ Partial Outage

@ Project

@

&

/

South
Pacific

Imooml Ocean

(Ele[5Es2 © 2025 Copyright, All Rights Reserved by Infrapedia -v2.8.21 Terms & Conditions ;' ol FAQ
21 4

@ © OpenStre this map

https://www.infrapedia.com/



https://www.infrapedia.com/

KATANOMH XPHZTQN TOY INTERNET ANA XQPA
Nocoota Atcioduaong - 2023

https://en.wikipedia.org/wiki/List of countries by number of Internet users

m90-100%

m80-89%

n70-79%
60-69%
50-59%

e m40-49%
»30-39%
m20-29%
m10-19%

m0-9%

Worldwide Internet users/!
2005 2010 2017 | 2023

World population (billions)®! 65 | 69 | 74 | 80
Worldwide 16% | 30% | 48% | 67%

In developing world 8% | 21% | 41.3% | 60%

In developed world 51% | 67% | 81% | 93%
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