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RFC 3535: AmaiTnoeig?
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Fault Configuration Accounting Performance Security

TI xpeialopai;

. Mia Trpoypapuatilouevn distragr (API)
yia diapBpwaon (configuration)
ouokeuwv, OXI éva CLI (autd aAAalouv
£UKOAQ QTTO TOUG KATOOKEUAOTEG,
TTapapeTpol yivovrai default /
ecagavilovral. Asv Eyouv KUkAo {wng)

- Alaxwpiopo6g Configuration kai State

. Auvarotnrta yia configuration Twv
utTnpeoiwyv (services), OXI uévo Twv
OUOoKeUwV (devices)




Awaxeipion A1apOpwong (Configuration Management):
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Awaxeipion IAIQN ovrorirwv AIAQOPETIKQN

oUOTNUATWV/UTTNPECIWV
e [lepITTTWOEIC TTAPOXNS UTTNPECIWYV
— T1.X. Storage peTacu dUo onuEiwv Tou BIKTUOU I ETEPOYEVVWIV

OUoTAUATWY

— TI.X. evepyoTroinon XDSL peTacu dIa@opPETIKWY OTOIXEIWV TOU JIKTUOU
(DSLAM, Baong xpnoTtwyv, authentication KATT.)

— TI.X. evepyotroinon IP service eviog profile xpriong

* Id10u oKOTTOU «OUVAPTACEIGH HE DIAPOPETIKA OpioHaTa

— Anuioupyia abstraction

— Abstract class i} xprijon IM 11.%. UML
— MetaoxnUaTiIouog YETAZU OOPWY DEQONEVWV
— Metadedouéva (Katnyopieg)

= Samantic: none
* Instance value: ifindex

= Symiex: unsigned32

0L 214T483647)

« Samanbic: identifier
* Instance Valws: same

&3 ifindex

= Semantic: none

* [nstance Value:
not specified (in prectice
Hindeax)

Imerface object
*Instance Id | Informational Mode
= Counters
MIE Data Modal IPFIX Diata kode Al Data hode Syelog Data Modal
= Oibject Hindax = Objacts: RADILS = Ohject: plain English
+ Syniax: Imtegeri2 ingressintarfzes or = Oibjects: MAS-port i
(0. 21474683647 egressintarfzace = Symiax: 32 bits = Syntax nons

= Samankic: none
* Instance velue: plain

English text

TACACS+

« Oijects: port

* Syniax: string

= Samantic: nona

* [nstance Value: fext




Information Model (IM) vs Data Model (DM)

Avaykn yia Trepiypagni oviotATwy (T1.X. AikTUuo, XpNoTNGS, KOUPOG)
— ME TA XapaKTNPIOTIKG TOUG (1I010TNTEC - attributes)

— KaI TIC OXETIKEC CUVAPTACEIC XEIPIOMOoUC Toug ( 1T.X. CRUD, search,
list KATT)

[Mapopola Pe TIG avaykes oTic Baoeig AsdopEvwv
DM trepiypa@er avtikeipeva KAl pnxaviopoug/TrpwTOKoAAa
['vwoTtd DM amré SDO (StanDard Org. bodies)
— SMI-SNMP (IETF), CIM (DMTF), NETCONF (IETF)
Avaykn yia diaxeipion ovrotATwV (TTavw atro dIa@opeTIKA DM ->
TTPWTOKOAAQ)
— EvOuAdkwon CIM (evBuAdkwon)
— Abstraction (Xprijon IM)

M -=> Concaptual/Abstract Model
for Designers and Operalors

e $ aseaneees “+

DM DM DM -=> Concrete/Detailed Model

for Implementors .



YANG (RFC 6020)

NMS ar < YAMNG as AP Contract . Network
Application . Elament
—
’ﬁf- MNatwork )
] -
N S _.a-"'__f
The “Client” The “Sarver”
..a data modeling language used to model 1 1
configuration and state data ‘iﬂs \ "
Q: MNMwcg aAAaloupe configuration?

A: via Network Configuration Protocol (NETCONF),
— NETCONF remote procedure calls (rpc), NETCONF naotifications
— Get, get-config,edit-config, copy-config, delete-config

NETCONF: unxaviopoi Kal KwOIKOTIOINOEIS VI XEIPIOWO
«configuration datastores (cuAAoyr) cuykekpipévou configuration)
m.X. Interface, BGP kA1 (RFC 6244)

RESTCONF (RFC 8040) utroouvoho tou NETCONF pe xprion
HTTP verbs yia operational status

Openconfig (Xprnon protobufs, ammé 1o model -> API)



Aiapopa MovtéAa YANG

s

U\

Device Data Models Service Data Models
- Interface - L3 MPLS VPN

- VLAN - MP-BGP

- Device ACL - VRF

- Tunnel - Network ACL

- OSPF - System Management
- etc - Network Faults

- etc



NMnyn Twv govTéAwv?

[MpoTUTIO KAaTaOKEUAOTEC

Standard

Opiopo6¢ amré SDO Vendor definition

IETF, ITU, OpenConfig... Cisco, Juniper, HP...

SUPBOTE e TTPOTUTI « EI10IKa yIa TO UAIKO TV
ietf-diffserv— KaraokeuaoTtwyv T1.X. Cisco
policy.yang ietf- » Clsco-memory-

diffserv- stats.yang

classifer.yang i1etf- » cisco-flow-monitor
diffserv-target.yang » cisco-gos-action-glimit-cfg

https://github.com/YangModels/yanq



https://github.com/YangModels/yang

YANG vs UML

i module ietf_interfaces_parts |

} prefix if;

3 prganization "IETE WETMOD Working Group®;
4 revision 2013-07-04 |

§ description "Initial revision.®™;

& reference "...%;}
1

]
¥

copontainersr
irterfaces-state

container interfaces |
description "configuration parameters™;

list interface |

i key "name®;

i description "configured interfaces on device"

(&1 leaf name | :

i3 type SI'.Ii:I'.I;';I INSETTaceE LR b A [

i4 description "name of the interface®}

s leaf enabled | [[EHE FaliTe FIE 1=CRTE: iy 0U Nlafhe
" type boolean; L el a1 Ty b I - TR g L el
i1 default *true¥;

i description "state of the intecface”

i# reference ®"REC 2EE3%;}

X b

af ) <<datatypes>

n container interfaces_state | imterface-ref

1 config false;

N description "Data nodes for the operational state'

L list interface |

% key "name®;

n description "interfaces on the device"

b leaf name |

b type strinm;

) description "name of the interface";]

k|| I

1 ] 9



Agvopikn doun Twv YANG

user$ pyang —-f tree ietf-
interfaces.yang

module: ietf-interfaces

+-—-rw interfaces

| +-—-rw interface* [name]

| +--rw name string

| +--rw description? string

| +--rw type identityref

| +--rw enabled? boolean

| +--rw link-up-down- enumeration
trap-enable? {if-mib}?
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. Python YANG
Library

. EmKUpwon Kai
TTPOROAN
apxeiwv YANG

. AlapOPETIKA
formats:

. Text: Aevdpika
- HTML.: jstree

container

container

Xprion pyang

module: ietf-interfaces

Module Name

—t——rw interfaces

| +—-—4rw interface* [name] Key
| +——rw name string Leaf
| +--rw description? string
| +--rw type identityref
| +--1rW enableOptionaI boolean
| +--rw link-up-down-trap-enable? enumeration {if-mib}?
::;——ro interfaces-state
- +--ro interface* [name]
+--ro name string
+--ro type identityref
+--ro admin-status enumeration {if-mib}?
+-—-ro oper-status enumeration
+--ro last-change? yang:date-and-time | Data Type
+--ro if-index int32 {if-mib}?
+--ro phys-address? yang:phys-address
+--ro higher-layer-if* interface-state-ref
+- lower-layer—-if¥* interface-state-ref
+--ro speed? yang:gauge64
+--ro statistics
+--ro discontinuity-time yvang:date-and-time
L +--ro in-octets? yang:counter64
—_— [OUTPUT REMOVED]
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2t1oifa MpwTokKOAAWV NETCONF

XML

Content

Configuration /
Operational Data

<data>
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Xpnon NETCONF yia Anwn povTtéAou ietf-interfaces

container

container

module: ietf-interfaces Module Name
—t——rw interfaces
| +—-—rw interface* [name] Key
| +—-—rw name string Leaf
| +--rw description? string
| +--rw type identityref
| +--rw enableOptionaI boolean
__|' +--rw link-up-down-trap-enable? enumeration {if-mib}?
—t——-1r0 interfaces-state
- +-—-ro interface* [name]
+--ro name string
+--ro type identityref
+--ro admin-status enumeration {if-mib}?
+-—-ro oper-status enumeration
+--ro last-change? yang:date-and-time | Data Type
+--ro if-index int32 {if-mib}?
+--ro phys—-address? vang:phys—-address
+--ro higher-layer-if~* interface-state-ref
+- lower-layer—-if* interface-state-ref
+--ro speed? yang:gaugeb64
+--ro statistics
+--ro discontinuity-time yang:date-and-time
L +--ro in-octets? yang:counter64
— [OUTPUT REMOVED]

BRKDEV-1368/vyang/device info.py BRKDEV-1368/yang/examplel.py
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https://github.com/CiscoDevNet/BRKDEV-1368/blob/master/yang/device_info.py
https://github.com/CiscoDevNet/BRKDEV-1368/blob/master/yang/example1.py

EvaAAayn peragu configuration ko status

AUTONATIOMOGC

Sarvice Delivary

S&rmr

- !I

Client Clien

Sarvar Servar
Controller T\ Controller
.
C|IE[‘|t Cliant
Samr Samr

,_*’_' YANG Modules

| Network
.~ YANG Modules

controller and
actuating devices

.....................................................

..................................................
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sensing
elements

process '——» output

Data Modeling Language

{Schema Languaga) Lo

Data Modeling YANG Data Model

Encoding XML JSON Protobuf Etc.

(Serialization)

| \X

Protocol NETCONF | |RESTCONF | |gNMI (gRPC) Ete. |
Nahmrk Element |  Qrchastration NSO YANG Open- Et
YANG Modules | Application Orchestrator Development Kit | | Daylight -

3 = 14
Prog. Language Erlang Python | [C | [C++| |Java| |Go| | Any Language




Data Modeling Languages (1)

MovTéAo TTEPIYpOa®nC data
sources 2> API

[MepioooTEPO TEXVOAOYIQ
AOYIOMIKOU TTapa dlaxeipion
OIKTUOU

AuTtopaToTroinon
MAPAIMQIMHZ KQAIKA !

A1T0 T0 YANG model otnv
KAQon TNG YAWOOOG
TTPOYPAMMATIOHOU

TEXVIKEC TTPOYPAUMATIOUOU
yia TNV oUAAoyr) OedopEVWV &
EKTEAEON EVTOAWV

Data Modeling Language
(Schema Language) YAFG
Data Modeling YANG Data Mode!
(Schama) m
Encoding .| [Json]| [Proweut] [ Ee
(Serialization)

r\w\x
Protocol RESTCONF | |gNMI (gRPC) | | Etc.
Orchestration NSO YANG Cloud- || .
Application Orchestrator Development Kit '
Prog. Language Erlang Any Language
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Data Modeling Languages (2)

YANG Data model - Schema « API -> interconnection -> AP
From DM - API  Automation

GET : Gets a resource

\GET frestconfidata/my-interfaces nterfaces H
module|ny-interfaces | | IGET /resiconfidata/my-interfaces.interfaces/ :
namespace 'orniexample®; : I

e IPUT Jrastcontidataly-iniaraces:intartaces :
leaf|nane |[ type string; | |_____+_..Eﬂ_rfr'ifﬂl._r_ﬂuﬂD_EIlEI_[jEE'I'I_C._?_'_fJTEI_E-t_Fll_JE:____|
|
" Lest [cesalE) type booleans ) DELETE :Removesaresource
| IDELETE frestcont/datamy- :
! iinterfaces:intarfacas/ [<S0Me Name: I



Data Modeling Languages (3)

MovTéAo TTEpIypa@n ¢ data sources = API
Yangify
AuTtopartotroinon NMAPAIQIMHZ KQAIKA !

ATIO structured dedopéva (JSON) 2 YANG model - kAdon Tn¢
YAWOOQG TTPOYPAUMATIOMOU Kal parser

TEXVIKEG TTPOYPAMMATIONOU YIa TNV CUAAOYI) OEQOUEVWV KAl
EKTEAEON EVTOAWYV
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