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Legacy AIKTVOKES 2 VGKEVES

* Line-rate enelepyocio makétov pécw fixed-function chips oto data plane

* KaBopiouog tomv ovvatotitmy tng cvokeung and to features twv chips

[IpocOnkn vEwv 0LVOTOTNTOV GE UK GUGKEL:
- Eneéepyacia makétmv oto control plane (CPU offloading) — peimon anddoonc

- Aitnua ywo véo feature 6Tov KOTOOKELOGTN TOL chip — amoutel uveg/etn

Ot owtvakég Aettovpyiec (network functions) tnc cuokevnc Teplopilovtal
oo TIC OLVATOTNTEC TTOL TPOCPEPOVV Ol KATAGKELAGTEG TV chips




Software Defined Networking (SDN)

ITAcovekTpotao:
* Alympiopog data plane kot control plane otktvok®v cuGKELOV

* Match/Action tables: YAomoinom Aoyiknc tpomOnone mokeEtwv Paciouévn 6Tic TILES TV
neoiwv (match fields) otic L2-1L4 emkepaiioeg

* Bveli&io HEGm KEVTPIKOTOINUEVNC OLOXEIPIONC, TT.). VTTOAOYIGUOC GUVIOUOTEPMV OL0OPO LDV

OpenFlow: Enwkpatéotepo, standardized mtpwtoxoAro yio viomoinon SDN

Boolko0 perovéktnuao:

* H vrootpién vémv ovvatottomv oto data plane amoutel Kotvd amooeKTEC AALAYEC GTO
OpenFlow header kot avdykn yia standardization

(EEEMEN OpenFlow, 2009 — 2014: AvEnon tov match fields and 12 o€ mdvo anod 40)
* Avdykm v emkowvovia pe eEmtepiko controller: Ewcaywyn kabvotepricemv



Ipoypoppationog oto Data Plane

O oy EPLETIS OIKTVMV TPOYPUUROTICEL TN AOYIKI] HE TNV OTTOL0 1] OIKTVUK)
GULOKELT TPOMOEL TN OLEPYOUEVT] KivNiOoN GE TPUYRATIKO YPpOovo (line-rate)

* Programmable chips: [IpocOnkn vémv dvvatotTOV/TPOTOKOAA®Y HEGH
Tpoypaupotionod Tov chips oto data plane

* E€owikovounon mopomv: Ayopd diktvok®v cuokev®v (wWhiteboxes) mov
LUTOPOVV VA DTTOGTNPIEOVY LEAAOVTIKA TPOTOKOALC

* Mcimon moAvmhokOTNTOS: AQaipecn TPOTOKOAA®Y/OVVATOTITMV TOV O
PN GLULOTOIOVVTOL

* Network visibility: Néec ovvatotrteg mapakoAovOnong OIkTuak™MC Kivnong
Kot GVAAOYNC LETPIKOV (telemetry) oto data plane

I'h\®ooo P4: Emkpatéotepn YAOGoA TPOYPALUATIGLOV 6TO data plane
AMec Moelg yio programmable data planes: XDP/eBPF, DPDK



Legacy Networks vs Programmable Data Planes

network functions network functions

switch 0OS
switch 0S

driver
driver

Bottom-up approach Top-down approach

(legacy network devices) (programmable data

vs planes — P4, XDP)
Fixed-function chip Programmable chip
To chip kaBopilel Tic oOvvatTdTNTEC O S EPLOTNC OIKTOMV TPOYPOUUOTICEL
MG 6vokeLNS (network functions) TIC dvvatotTNTEG TOV chip

Xynuata: https://codilime.com/blog/p4-network-programming-language-what-is-it-all-about/



https://codilime.com/blog/p4-network-programming-language-what-is-it-all-about/

H I'’oococo P4

Programming
Protocol-independent

Packet P4
Processors

e KatdAAnAn yio Tov TpoypaUUATIGUO TG AOYIKNG TPO®MON GG OIKTVOKWOV GUGKEVMV
* Compiled programs, mapopolo cuvtakTiko pe 1 yaoncco C
* Avo versions: P44 kou P44 (tpé€yovon)

* Domain-Specific Language (DSL): Aev amotelel general-purpose programming language
[IeprthapuPdaver mepropiouovg yia tnv line-rate tpomOnon nokétmv:

- Agv vapyovv loops
- Agv vapyovv ogiktec (pointers)
- Fixed-size variables

Yymua: https://upload.wikimedia.org/wikipedia/commons/1/12/P4-programming-language-logo.png



https://upload.wikimedia.org/wikipedia/commons/1/12/P4-programming-language-logo.png

P4 Targets (1/2)

Exel poptoveron kat ektereital to compiled npdypapuo P4

Aapopa P4 targets:
* P4 Switch
- [ToAb peydio throughput
- [ToAAEC BVpeC
- [ToAV vynAO KOGTOG
- [Teprocotepeg dvvatotnTEC 0o T VTOAowta, P4 targets
n.y. - Edgecore Wedge 100BF-32X, 32 6upeg twv 100Gbps ~ $10,000

- Intel Tofino X532P-T, 32 Bupec twv 100Gbps (cOvoro 3.3Tbps)

* FPGA
- Meyaio throughput
- Avayknm v P4-to-VHDL compiler
- YynAo k0610¢
- Ikavomomtikdc apOuog Bupmv

n.y. NetFPGA-SUME Virtex-7, 4 00pec tov 10 Gbps ~ $7,000

Yymuota: https://colfaxdirect.com/store/pe/viewPrd.asp?idproduct=3485, https://www.xilinx.com/products/boards-and-kits/1-60gkf5.html



https://www.xilinx.com/products/boards-and-kits/1-6ogkf5.html
https://colfaxdirect.com/store/pc/viewPrd.asp?idproduct=3485

P4 Targets (2/2)

AM\o P4 targets:

 BMv2 switch (Behavioral Model version 2)
- Open-source software switch e mAat@opua Linux
- XaunAo throughput
- XPNGIUOTOLEITAL Y10 TEWPAULATIKOVS 6KOTOVS, debugging kot ekudOnon yAowccog P4

Repository: https://github.com/p4lang/behavioral-model

* P4-programmable SmartNIC’s
- Meydio throughput
- Atyec B0pec
- XounAo k66Ttog

n.x. Netronome SmartNIC, 2 00pec tov 25 Gbps ~ $600

Xynua: https://www.colfaxdirect.com/store/pc/viewPrd.asp?idproduct=3144



https://github.com/p4lang/behavioral-model
https://www.colfaxdirect.com/store/pc/viewPrd.asp?idproduct=3144

Apyrtektovikn) P4 (P4 Architecture)
* OpiCet ta function blocks evog P4 target, kaBm¢ Kot TIG O1EMAPES LETAED TOVC
* Function blocks:
- Programmable: [IpoypappatiCovron amd tov P4 developer (parser & control blocks)

- Fixed-function: Agv umopodv va tpoypauuatiotovy, opiCoviol amd ToV KOTOGKEVOOTY

* Apypitektovikn V1Model yio BMv2 software switch:

Parser Checksum Verification / Checksum Update / Deparser
Ingress Match-Action Egress Match-Action
A A
(—*ﬁ f 3 \

=

Traffic

Manager
Traffic Manager: Fixed-function 6to V1Model (programmable c¢
dALeC apyrtektovikee, m.y. PISA architecture oe P4 switches)

HHHH |}

ASASATATAY




Ipoypoppationog P4 Target

User supplied ,
|
/\I

FResssssessssss " | '
] |
: P4 Program .~ P4 Compiler Add/remove Extern Packet-infout
: I r table entries control

|
: : f CPU port
. | P4 Architecture || |[ Target-specific
: Model | configuration

I

Vendor supplied
* 20YYpaen mpoypappatog P4
* Metayhottion npoypauuatoc P4 Bacel tne apyrtektovikng P4
* doptwon anoteléouatoc otov P4 target (data plane)

* Avavémon match/action rules am6 to control plane (P4Runtime)

Yymuo: https://opennetworking.org/wp-content/uploads/2020/12/P4 D2 East 2018 01 basics.pdf



https://opennetworking.org/wp-content/uploads/2020/12/P4_D2_East_2018_01_basics.pdf

Data Types kot Headers otnyv P4

typedef bit<48> macAddr_t;

typedef bit<32> ipd4Addr_t;

header ethernet_t {
macAddr_t dstAddr;
macAddr_t srcAddr;

bit<16>
}

etherType;

header ipv4_t {

bit<4>
bit<4>
bit<8>
bit<16>
bit<16>
bit<3>
bit<13>
bit<8>
bit<8>
bit<16>

version;

ihl;

diffserv;
totallen;
identification;
flags;
fragOffset;
ttl;

protocol;
hdrChecksum;

ip4Addr_t srcAddr;
ip4Addr_t dstAddr;

Baowkol tTomol ogoousvov (data types):
* bit<n>: un npoonuacuevoc (unsigned) aképonog n bits
* Int<n>: mpoonuacuevoc (signed) akEpatog n bits

* typedef: custom opiopol TOT®V OE0OUEVDV

Emkepaiiosg (headers):
* Awatetaypévn (ordered) cuAdoyn amd petofAntéc
o Xymuo: Hapdoeryua opiopov Ethernet kot [IPv4 headers

Emtpénovrtog tov opioud twv headers, n yAdcooa P4
eMTPENEL TNV VTOGTNPIEN custom TpwToKOALWY. 'ETot,
KOO KO O1 EMKEPAAIOEC Y10 KAUGIKA TPOTOKOAAQ, TT.Y.
Ethernet ko IPv4, tpénel va opiotovv oto mpodypauuo P4

[Inyn: https://opennetworking.org/wp-content/uploads/2020/12/P4 D2 _East 2018 01 basics.pdf



https://opennetworking.org/wp-content/uploads/2020/12/P4_D2_East_2018_01_basics.pdf

Standard Metadata kol User Metadata

/* Architecture */ , i ,
struct standard_metadata_t { Structs: Mn olotetaryuévn (unordered) cuAdoyn petafAntov

bit<9> ingress_port;
bit<9> egress_spec;

bit<9> egress_port; Standard Metadata:

bit<32> clone_spec; , , ,

bit<32> instance type: * KaBopiCovton amd v apyrtektovikn P4

bit<1l> drop; , , , ,
bit<16> recirculate_port; * ASV WTOPOUV va Sla'yp(l(POUV Q1o T0V “POVPQHHQTWT“

bit<32> packet_length; . . r 7 r
- Ingress_port: 1 Ovpa otnV omoia EPTAGE TO TAKETO

: - egress_spec: 1 Oupa amd v omoia O eEEADEL TO TaKETO

/* User program */

struct metadata { USer Metadata'

} * KaBopilovtor amd Tov TpoypoULUOTIOTY]

struct headers { pz; p 'YP HH n
ethernet_t  ethernet; * [Tapdyovtal Katd T OLAPKELN EKTEAECTIC TOV
ipva_t ipv4; ’

} TPOYPOAUHATOG

[Inyn: https://opennetworking.org/wp-content/uploads/2020/12/P4 D2 _East 2018 01 basics.pdf



https://opennetworking.org/wp-content/uploads/2020/12/P4_D2_East_2018_01_basics.pdf

Parser

Parser:

* Finite state machine

state start {
transition parse_ethernet;

}

Evtomilel ta media g emke@aAiong KAOe makETo

ZeKIVAEL amo TNV KOTAGTOoN start

state parse_ethernet {
packet.extract(hdr.ethernet);
transition select(hdr.ethernet.etherType) {

o s H evtoln transition accept otopotd 10 parsing
}

}

H evtoAn transition kaBopilel tnv emouevn petdPoon

Extract: Aéel otov parser va e€Qyel Eva TUNULOL
EMIKEPAMOLC

state parse_ipv4 {
packet.extract(hdr.ipv4);

transition accept;

}
Select statement:

IInyn: https://cornell-pl.github.io/cs6114/lecture05.html ° AVT{GTOlXO Le TV SVTOKT,] switch ¢ Y)LO’JGG(X,Q C

* 2VVEYELD EKTEAECT|C TOV parser avAaAoyQ LE TNV TIUT TNG
HETAPANTNC OV diveTon ¢ OpiGUa 6TO select


https://cornell-pl.github.io/cs6114/lecture05.html

Control Blocks - Tables

- Baowkn povdoa tov match/action pipeline otnv P4
- Key/action data stores: OpiCovv mowa evépyeia Oa mpayuatomomOel avédioyo Le (o TIUN

- Kavovag taprdcuatog kAgo1ov: (1) exact (axpiffng), (11) Ipm (Longest Prefix Match)

table ipv4 1pm {
key = {
hdr.ipv4.dstAddr: lpm;
}

actions = {
ipv4_forward;
drop;
NoAction;

}

size = 1024;
default_action = NoAction();

I

[Tapdoetypo opiouov wivaka yio opopuoAdynon IPv4:
- Key: destination IP address

- Actions: Mia antd 3 dvvartég evépyeteg Ba mparypotomoimnbouv (opioidC 6T GLUVEYELN)



Control Blocks - Actions

Ot evépyeleg mov Ba eKTEAEGTOVV avAAOYQ LLE TO Key Tov TTivaka TpETEL v Op1GTOVV.

[t To TPOMNYOOUEVO TTOPAOELYLLOL

/* core.pd */
action NoAction() {

}

/* basic.p4 */
action drop() {
mark_to_drop();

}

/* basic.p4 */
action ipv4_ forward(macAddr_t dstAddr,
bit<9> port) {

IIny": https://opennetworking.org/wp-content/uploads/2020/12/P4_D2 East 2018 01 basics.pdf



https://opennetworking.org/wp-content/uploads/2020/12/P4_D2_East_2018_01_basics.pdf

Control Blocks - Apply
[ v gpapuoyn Tov Tivaka tpEnel va ypnoipomon0el n evroAn apply, Onwc mapokdton:
control MyIngress(inout headers hdr,

inout metadata meta,

inout standard_metadata_t standard_metadata) {
table ipv4 1pm {

}

apply {
ipva_lpm.apply();
}
}

IInyn: https://opennetworking.org/wp-content/uploads/2020/12/P4 D2 East 2018 01 basics.pdf



https://opennetworking.org/wp-content/uploads/2020/12/P4_D2_East_2018_01_basics.pdf

Hapaosryna Hpoypappatog oe P4 — V1iModel (1/2)

#include <core.pd>

#include <vimodel.p4> control MyEgress(inout headers hdr,
struct metadata {} inout metadata meta,
struct headers {} inout standard_metadata_t standard_metadata) {
apply { }
parser MyParser(packet_in packet, }
out headers hdr,
inout metadata meta, control MyComputeChecksum(inout headers hdr, inout metadata
inout standard_metadata_t standard_metadata) { meta) {
apply { }
state start { transition accept; } }
}
control MyDeparser(packet_out packet, in headers hdr) {
control MyVerifyChecksum(inout headers hdr, inout metadata apply { }
meta) { apply { } } }
control MyIngress(inout headers hdr, V1Switch(
inout metadata meta, MyParser(),
inout standard_metadata_t standard_metadata) { MyVerifyChecksum(),
apply { MyIngress(),
if (standard_metadata.ingress_port == 1) { MyEgress(),
standard_metadata.egress_spec = 2; MyComputeChecksum(),
} else if (standard_metadata.ingress_port == 2) { MyDeparser()
standard_metadata.egress_spec = 1; ) main;
}
}
.

[IpowBOei makéta amd ™ B0pa 1 otn BOpa 2 ko avtictpopa (Aoyikn hardcoded oto data plane)
IInyn: https://opennetworking.org/wp-content/uploads/2020/12/P4 D2 East 2018 01 basics.pdf



https://opennetworking.org/wp-content/uploads/2020/12/P4_D2_East_2018_01_basics.pdf

Hapaosryna Hpoypappatog oe P4 — V1iModel (2/2)

#include <core.p4>
#include <vlimodel.p4>
struct metadata {}
struct headers {}

parser MyParser(packet_in packet, out headers hdr,
inout metadata meta,
inout standard_metadata_t standard_metadata) {
state start { transition accept; }

}

control MyIngress(inout headers hdr, inout metadata meta,

inout standard_metadata_t standard_metadata) {

action set_egress_spec(bit<9> port) {
standard_metadata.egress_spec = port;

}

table forward {
key = { standard_metadata.ingress_port: exact;
actions = {
set_egress_spec;
NoAction;
}
size = 1024;
default_action = NoAction();

1

apply { forward.apply(); }
}

[IpowBOei makéta amd ™ B0pa 1 otn BOpa 2 ko avtictpopa (Aoyikn docuévn oto control plane)

control MyEgress(inout headers hdr,
inout metadata meta,
inout standard_metadata_t standard_metadata) {

apply { 1}
}

control MyVerifyChecksum(inout headers hdr, inout metadata
meta) { apply { } }

control MyComputeChecksum(inout headers hdr, inout metadata
meta) { apply { } }

control MyDeparser(packet_out packet, in headers hdr) {

apply { }
}

V1Switch( MyParser(), MyVerifyChecksum(), MyIngress(),
MyEgress(), MyComputeChecksum(), MyDeparser() ) main;

Key Action Name Action Data
1 set_egress_spec 2
2 set_egress_spec 1

IInyn: https://opennetworking.org/wp-content/uploads/2020/12/P4 D2 East 2018 01 basics.pdf



https://opennetworking.org/wp-content/uploads/2020/12/P4_D2_East_2018_01_basics.pdf

P4 Control Plane - ITtvakeg

21NV dokmnon mov Ba ekteAéoete Ba ypnoiwonomoete ¢ P4 target to BMv2 switch

[ v eloayomyn eviolov and to control plane tov BMv2 switch, mpénel va

YPNOILUOTOMGETE TNV EVIOAN simple switch CLI. 11 cvvéyeia, o eppoviotel To prompt T0V
RuntimeCmd

XPNOUEC EVTOAEC OYETIKEC LE TOVC TIVOKEC TTOV £YETE OPIGEL EIVAL O1 TOPUKATO:
- T va ogite Toug mivakeg mov £xete opicel 610 TPpoOYpauuo P4:
RuntimeCmd: show_tables
- T'o va ogite TANPOPOPieEC GYETIKES UE TOV OPLOUO EVOC TTIVOKOL:
RuntimeCmd.: table info table name
- T va eloaydyete pio Tiun otov Tivaka:

table add table name given action key => value

Mnyn: https://opennetworking.org/wp-content/uploads/2020/12/P4 D2 East 2018 01 basics.pdf (btadadvela 48)



https://opennetworking.org/wp-content/uploads/2020/12/P4_D2_East_2018_01_basics.pdf

P4 Counters

['t00 T GLAAOYY] CTATICTIKOV GE GYECT UE TNV Kivnom mov oEpyetal and Eva BMv2 switch
umopeite va opiocete peTpntéS (counters)

[0 vo HeTpnGeTe Ta TOKETA Kot Ta, bytes mov dEpyovtal amd Tic B0pec evog switch umopeite
VO, YPNGLLOTOGETE TO TOPAKATD TUNLLO KOOUKOL:

control MyIngress(...) {

counter(512, CounterType.packets_and_bytes) port_counter;

apply {
port_counter.count((bit<32>)standard_metadata.ingress_port);

5
} use the ingress port as counter index

Mnvn: https://adv-net.ethz.ch/2019/pdfs/03 stateful.pdf

H amapaitnm evtoAn yio va owaPactel n tun voc counter antd to Control Plane eivai:
RuntimeCmd: counter read ctl ingress.counter name index
.Y Yo voL OloPacTel 1) TIUn Tov Topomave Letpntn yo t 0vpa 1:

RuntimeCmd.: counter read Mylngress.port counter 1


https://adv-net.ethz.ch/2019/pdfs/03_stateful.pdf

Alrec MéOooor IIpoypaupatiopov oto Data Plane:
The eXpress Data Path (XDP) Framework

Establishes a programmable data path in the Linux Kernel

= XDP Hook:
- Ingress traffic detained & processed before any memory allocation
- Delivers packets to an extended Berkeley Packet Filter (eBPF) Program

= eBPF Verifier: Ensures that XDP will not compromise kernel safety:
- No unbounded loops present
- Maximum eBPF program size limited
- No data are read out of bounds

= eBPF Maps: Data structures used for communication among
user space and eBPF programs

Note: No requirements for specific hardware, e.g. P4 switches
XDP-enabled NIC’s: 25 Gbps Netronome SmartNIC’s (~ $600)



https://www.netronome.com/products/agilio-cx/
https://www.netronome.com/products/agilio-cx/
https://www.netronome.com/products/agilio-cx/
https://www.netronome.com/products/agilio-cx/

