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App 
Experience

Operations Agility

…of organizations cite manual 
processes and siloed teams as 
top bottlenecks in app delivery 

pipelines

61%

…the number of applications 
running in the data center and 

edge locations increases 
by 300%

By 2023

…of Global 2000 IT organizations 
will adopt automated operations 

practices to transform their
IT workforce to support 

unprecedented scale by 2023

75%
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Data Center Economics

22%

29% People

Software

Overall Spend Distribution

Source: Gartner, Cisco IT, “Data Center Cost Portfolio”
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Source: IDC #250082, “Worldwide Server, Power and Cooling, and Management
and Administration Spending 2014–2018 Forecast,” August 2014



Traditional Tiered VXLAN BGP EVPN Fabric
Application Centric 
Infrastructure (ACI)

DB DB

Web Web App Web App

VxLAN-BGP EVPN 

standard-based

3rd party controller support

Modern NX-OS with enhanced 

NX-APIs

Command Line or Cisco 

Controller for management

Turnkey integrated solution with 

security, centralized management, 

compliance and scale

Automated application centric-policy 

model with embedded security 

Broad and deep ecosystem

Datacenter Networking Evolution

Cisco Controller for software 

overlay provisioning and 

management

NDFC NDFC



VXLAN BGP EVPN Fabric Overview



Data- Plane  

(VXLAN)

Introducing VXLAN

Outer MAC Outer IP UDP VXLAN Inner MAC Inner IP Payload CRC

MAC 802.1q IP Payload CRC

Original Layer-2 Frame

Src, Dst VTEP
and Hop-by-

Hop MAC

Src and Dst
VTEP IP
Address

UDP Dst
Port 4789

VXLAN
VNI

20-byte + 8-byte +8-byte + 14-byte* = 50 Bytes 
of total overhead

UDP Src Port 
Hash of L2/L3/L4 

headers of 
original Frame
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VXLAN Data Plane Packet

• VXLAN uses MAC in UDP encapsulation (UDP destination port 4789). VXLAN Adds 50 Bytes to the original frame.
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• VXLAN is point to multi-point tunneling mechanism to extend Layer 2 networks over an IP network

VXLAN Tunnel

Ethernet Frames



Anycast GW

VXLAN: The Building Blocks

L L L L . . . . LEdge Device

HypervisorHypervisor HypervisorHypervisor BaremetalBaremetal BaremetalBaremetal

LAN

Segment

Workload

Overlay

S S S S
Tunnel Encapsulation (VNI Namespace)

VTEP VTEP VTEP VTEP VTEP

VXLAN

No VTEP

VTEP: VXLAN Tunnel End-Point 
VNI/VNID: VXLAN Network Identifier 

NVE: Network Virtualization Edge



VXLAN BGP EVPN Configuration
VTEP Virtual Networks and Overlay Interface

Vlan 10

vn-segment 5010

Vlan 20

vn-segment 5020

Vlan 1000

!Layer 3 VNI

vn-segment 9999

Vlan 2000

!Layer 3 VNI

vn-segment 9998

interface Vlan10 

no shutdown

vrf member VRF-RED

ip address 192.168.10.254/24 tag 12345 

ipv6 address 2001::1/64 tag 12345 

fabric forwarding mode anycast-gateway

interface Vlan20 

no shutdown

vrf member VRF-BLUE

ip address 192.168.20.254/24 tag 12345 

ipv6 address 2002::1/64 tag 12345 

fabric forwarding mode anycast-gateway

interface nve1

source-interface loopback0 

host-reachability protocol bgp 

member vni 5010

mcast-group 239.1.1.1

member vni 5020

mcast-group 239.1.1.1 

member vni 9999 associate-vrf 

member vni 9998 associate-vrf

Layer 2 VNI

Layer 3 VNI

Map L2VNI to 

NVE

Associate L3VNI  

to NVE

vrf context VRF-RED 

vni 9999

rd auto

address-family ipv4 unicast 

route-target both auto 

route-target both auto evpn

evpn

vni 5010 l2 

rd auto

route-target both auto

vrf context VRF-BLUE 

vni 9998

rd auto

address-family ipv4 unicast 

route-target both auto 

route-target both auto evpn

evpn

vni 5020 l2 

rd auto

route-target both auto

IP VRF

MAC VRF

LeafVTEPVTEP

Spine

Host 1  
H- MAC- 1

H- IP- 1  
VLAN 10

VXLAN 5010

Host 2  
H- MAC- 2

H- IP- 2  
VLAN 20

VXLAN 5020

Host 3
H-MAC-3

H- IP- 3  
VLAN 10

VXLAN 5010

VRF

VTEP

VRF

VTEP
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VXLAN Benefits
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Customer Needs VXLAN Delivered

Any workload anywhere – VLANs limited 
by L3 boundaries

Any Workload anywhere- across Layer 3 
boundaries

VM Mobility Seamless VM Mobility

Scale above 4k Segments (VLAN 
limitation) Scale up to 16M segments

Efficient use of bandwidth
Leverages ECMP for optimal path usage 
over the transport network

Secure Multi-tenancy Traffic & Address Isolation



Application Centric Infrastructure 
(ACI) Overview



• Cisco ACI is the industry’s most secure, open, and comprehensive 
Software-Defined Networking (SDN) solution.

• Cisco® Application Centric Infrastructure (Cisco ACI®) is part of intent-
based networking framework to enable agility and resiliency in the 
data center.

• Cisco ACI enables automation that accelerates infrastructure 
deployment and governance, simplifies management to easily move 
workloads across a multifabric and multicloud framework.

What is Cisco ACI



Cisco ACI components



There are two main parts to an ACI fabric:

1) Physical fabric built with Nexus 9000 switches and based on a Leaf / 

Spine architecture.

All links in the ACI fabric are 
routed.

IS-IS Level 1



2) Application Policy Infrastructure Controller (APIC): 

a unified DC network policy management system.

APIC

There are two main parts to an ACI fabric:

APIC
APIC



Smallest ACI Fabric in 2 DCs 

APIC APIC

Spine switches
modular or fixed

Leaf switches

Controllers APIC

Leaf switches

IPN

Spine switches
modular or fixed



• Single point for configuration and troubleshooting.

• Reduced possibility of human error.

• No extra effort as you scale.

• Easy deployment of new leaf switches.

Central Management of the entire network.

Cisco 
ACI

Optimize Your 
Network



Simplified topology Spine-leaf

Spine and leaf
topology

VXLAN
data plane

◦ No spanning-tree ◦ More throughput 
◦ More redundancy ◦ Faster convergence
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Remote Leaf / Virtual PoD APIC / Multi-Pod, Multi-
Site

Multi-Cloud Extensions

ACI Anywhere
Any Workload, Any Location, Any Cloud 

ACI Anywhere 

IP WANIP WAN

Remote Location Public CloudOn Premise

Security Everywhere Policy EverywhereAnalytics Everywhere



Network Services Integration
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Security

Furthering the reach with ACI integrations

ACI 
Fabric

Observability and Analysis

Automation 

ADC

Public Cloud

ITSM

Workload Management
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Connecting ACI to Hypervisor Environment

• ACI can manage existing Hypervisor environments to automate provisioning of network resources for VMs

• Dynamically provisions and configures VLANs on Leafs and interfaces

• Provides ACI insight into VMMs and allows dynamic configuration of Virtual networks

• VMM Domain policy creates a DVS with the name of the VMM Domain policy

APIC
APIC

APIC



ACI Microsegmentation Overview



What is Micro Segmentation?
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Why Micro Segmentation?

• Perimeter security is not enough: once breached, lateral 
movement can allow attackers to compromise much more

• Improve the security posture inside the Data center

• Minimize segment size and provide smallest exposure to lateral 
movement

• Changing data center landscape in the multi-cloud era

Inside our 4 Walls

Public SAAS
Public

Outside our 4 Walls
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A Micro Segmentation Use Case

172.16.10.11 172.16.10.12 172.16.10.13  172.16.10.14

VM1 VM2 VM3 VM4

172.16.10.0/24

172.16.10.15 172.16.10.16

VM5 VM6

Prod QA Dev





Contracts – IP Agnostic Policy Definitions

• Contracts are semantics to specify EPG to EPG 
communication in ACI

• Communication policy includes filters (ACLs), 
QoS and Service Graphs

• Contract filters are similar to Access Control 
Lists

• Contracts can be defined between EPGs or 
between L3out External EPGs and regular EPGs

Web-Prod DB-Prod

Contract - MyContract

Subject

Filters

QoS

Service 
Graph



By default communication between EPGs is not allowed in
absence of contracts

BM-01 

10.10.10.11

VM-02 

10.10.10.12
VM-03 

10.10.10.13
BM-04 

10.10.10.14

EPG BLUE EPG GREEN

Bridge Domain – 10.10.10.1/24

Contract: Blue-to-Green 

Scope: VRF

Subject: AppTraffic 

Both Directions: True 

Reverse Port Filters: Yes 

permit tcp/80

permit tcp/443

C
O
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E
S
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R

O
V

ID
E

S

any,tcp/8080

any, tcp/80

GREEN Provides the contract, 

so ports tcp/80 and tcp/443 are 

exposed.

BLUE Consumes the contract, 

so can connect to tcp/80 and 

tcp/443



Cisco ACI Supports Flexible East-West Security Models

L4 Stateless Security

Firewall at Each 

Leaf Switch

Servers (Physical or Virtual)

► L4 Distributed Stateless Firewall

L4 Stateless Firewall Attached 

to Every Server Port

Line Rate Policy Enforcement

Policy Follows Workloads

Sizing at Scale: Can add ASA Cluster

L4-7 Security Policy Applied 

Consistently for Any Workload

► L4−7 Security via Cisco ACI™
Service Graph

Advanced Protection with NGFW, IPS/IDS, 

DDoS Services Insertion

Cisco ACI Services 
Graph

L4-7 Visibility and Control

L4-7 Security Services
(physical or virtual, 

location independent)



ACI Operations



Day -2 Operations

Navigating to the System Health Dashboard will identify the switch that has a 
diminished health score

Double clicking on that leaf 
will allow navigation into the 
faults raised on that device. 
Here we click on rtp_leaf1



Infrastructure and Services
Backups - Snapshots

• Rollback feature allows 
config rollback between 2 
snapshots

• Can also compare 
differences between a 
previous S S

Changed To 
Changed From

Object

Changed From

Changed To



Troubleshoot specific flow



Troubleshoot specific endpoint



Summary





Simplified topology
• Easiest tshoot.
• Quick deployment of new switches.

Loop free network
• Easiest tshoot.
• Increased availability.

Advanced security – Micro segmentation

• Zero trust security model

• Communication that is explicitly defined is allowed.

Centralized management
• Single point of management for whole infrastructure
• Reduced possibility of human error.

Integration with 3rd parties
• Advanced visibility for network admins.
• Easiest tshoot.

Rest API support
• Automation for deployment.
• Config

ACI Benefits



Useful Links

• Cisco ACI Design guide

https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-application-centric-infrastructure-design-
guide.html

• Cisco ACI Best Practises

https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-aci-best-practices-quick-summary.html

• Cisco ACI white paper list

https://www.cisco.com/c/en/us/solutions/data-center-virtualization/application-centric-
infrastructure/white-paper-listing.html

• Cisco ACI videos in Youtube

https://www.youtube.com/channel/UC-U0ud423cfgHls0bV2jxXw

https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-application-centric-infrastructure-design-guide.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-aci-best-practices-quick-summary.html
https://www.cisco.com/c/en/us/solutions/data-center-virtualization/application-centric-infrastructure/white-paper-listing.html
https://www.youtube.com/channel/UC-U0ud423cfgHls0bV2jxXw


Thank you


