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EIKONIKA IAIQTIKA AIKTYA
Virtual Private Networks - VPNs

Femaote | roaming users

https://en.wikipedia.org/wiki/Virtual private network

Me Ta VPNS XpriOTEG KOIVWV KATAVEUNMEVWY TTOPWYV dNUIOUPYOUV IBIWTIKES UTTOOONEG Overlay

Networks ) etaipika diktua Intranet/Extranet 1mavw amé dnpooia dikTua OTTWG TO Internet nf

dikTUO pakpdg amrootdocwg (Wide Area Network — WAN) evog ISP apyxitektovikng IP/MPLS n)

Enterprise Local Area Networks - LANs & Data Centers pe TTOANATTAEG QUTOVOUEG KOIVOTNTEG

XpnoTwyv, diacpalilovtag:

* Atropdvwon atrd AAAEC KOIVOTNTEG TT.X. MEOW eVOUAAKwONG TTAKETWY Tou VPN (padi pe Toug
1I01WTIKOUC headers) o€ TakETa cUPBATA pe TTPWTOKOAAA Anpoaiou AiIKTuou (tunneling)

« Alaxeipion dIKTUOKWYV TTOpwV & UuTTnNpeciwyv ava VPN:
o EmékTaon tmrediou dieuBuvoewy VLAN tags n IP o€ aTToOdakpuopéveS vnoideg evog VPN
o ApopoAdynon UE TTEPIOPIOHOUG aoPaAgiag kal dlapoipacuou gopTtiou — traffic engineering
o AoCQaARG HETAdOON KAl oNUATOd0CIa OTTWG 0€ AUCTNPA EAEYXOUEVO TOTTIKO OikTUO (LAN)


https://en.wikipedia.org/wiki/Virtual_private_network
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EIAH VPNs & Tunneling Protocols

PE: Provider Edge Node
CE: Customer Edge Node PETT  Provider Network E].Ei

e

CE || CE

- Customer Network - - Customer Netwprk

Layer 3 VPN (L3VPN): Alapépowon Virtual Networks pyéow IP ; MPLS tunnels
o EVOBUAGKwon eocwTtepikwyV BieuBUvoewy IP o€ CUOKEUEC OUVOEUEVEG 0€ AAAa DiKTua yIa
METAPOPA DIKAIWPATWY TTPOORACNG 0€ ECWTEPIKA DIOBECIPES UTTNPETIES
o Aiadikacia Ao@aloug ETmikoivwviag OpenVPN Tunnels YeTagu TEPUATIKWY CUOKEUWY

XpnoTwv client - server, hosted o€ dIaPOPETIKA dIaXEIPIOTIKA TTEPIBAANOVTA péow SSL/ITLS
(TrpoTIpATAI N XPron TTPWTOKOAAWY UDP Kal n TTpo-eykatdoTaon certificates otov client)

o EvBuAdkwon IP 1 MPLS tunnels petagu eikovikwy dpopoloyntwy (Virtual Routing &
Forwarding, VRF) opiopévwy otoug PE Nodes (Routers) Tng UTTOKEIMEVWY UTTOOOUWV
(substrate infrastructures) avad VPN

o Aladikacia Ao@aloug ETmikoivwviag IPsec Tunnels petagu PE’s BGP/IP Provider Network(s)
o Generic Routing Encapsulation GRE Tunnels peragu PE’s BGP/IP Provider Network(s)

Layer 2 VPN (L2VPN): Emréktaon L2/VLAN o¢ Data Centers r)/kai IP/MPLS WANS
Point-to-point L2TP (Layer 2 Tunneling Protocol) ravw a1rd IP/MPLS Provider Network
Point-to-point Etrektdoeic PW (Pseudo-Wire) Travw atrd IP/MPLS Provider Network
Multipoint VPLS (Virtual Private LAN Service) mavw amré MPLS Provider Network
Emékraon Mac-in-Mac (IEEE 802.1ah) Trdvw ato L2 Provider Bridge Network

Emékraon ammdé VLAN og VXLAN — Virtual Extensible LANSs yia Layer 2 diacuvdeon o€ Data
Centers mavw ammo L3VPNS

o O O O O



AIAMOP®QZH VxLAN

https://www.pcwdld.com/vxlan#wbounce-modal

Outer IP UDP VXLAN Layer 2
Header Header Header Frame
VXLAN Reserved VNI Reserved
Flags
8 bits 24 bits 24 bits 8 bits

Layer 2 VPN (L2VPN): Emréktaon L2/VLAN oe¢ Data Centers ri/kai IP/MPLS WANs
Emrékraon amoé VLAN og VXLAN — Virtual Extensible LANs

Layer 2 dilacuvdeon oe Data Centers mmavw atmo L3VPNS: IP/UDP tunnels petagu
VXLAN Tunnel Endpoint - VTEPs

Alauopewon VXLAN péow diadikaaoiag eAéyxou (control plane signaling) oto
utToKkEipevo (substrate) diktuo IP, 11.X. IGP/OSPF | eowTepIkd iIBGP petagu Twv ToR
(Top of Rack) processors Twv clusters evo¢ Data Center

VTEP-1 VTEP-2
00 /\\ 00
| 00 IP 00
Q'J P Network Po IJQ
Layer 2 Layer 2 over Layer 3 Layer 2
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VLAN ID: 12 bits, 4,000 VLANs = VXLAN ID: 24 bits/VTEP, 16 M VXLANS/VTEP
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IPsec

ECE 454/CS 594, Jinyuan (Stella) Sun, Univ. of Tennessee, Fall 2011

IPsec: Avegaptnto E@apuoywv
EVW

TLS: yia Web

SSH: yia Remote Login

Transport Mode
AocdAcia Nepiexouévou o€
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UTTOOUVOAQ TNG oUvOeaNns e2e
(encryption rou payload)

Tunnel Mode

Ao@dAcia MNakéTou o€ tunnel
METACU Security Gateways

IP header

(real dest) IPsec header | TCP/UDP header + data

IP header IP header

(gateway) IPsec header (real dest) TCP/UDP header + data

(encryption apxIKoU TTaKETOU)

« SA: Security Associations (one way)

— SPI: Security Parameter Index (Cryptographic algorithms, keys, lifetimes, sequence

numbers, mode - transport or tunnel)

— EvaAAaKTIKEG SA, atToBnkeuuéveG o€ IPsec nodes, evepyoTTolouvTal PE ETTIAOYH TOU TTAKETOU
* AH: Authentication Header
—  EmBeBaiwon TautdétnTag ammootoAéa (Sender Authentication) & un TapaToinong NVUPATOG

(Message Integrity)

- ESP: Encapsulating Security Payload
— EpmoTteutikdTnTa (Confidentiality)
- |IKE: Internet Key Exchange
— Handshaking protocol yia cupgwvia SA




Generic Routing Encapsulation (GRE)
http://www.juniper.net/documentation/en US/junosl13.2/topics/concept

[firewall-filter-tunneling-ipv4-qre-components.html
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AIAAIAKAZIA ENOYAAKQZHZ - GRE Tunneling

To payload packet rpétrel va petagepOei ammé Customer
(epapuoyn) C1 o ammopakpuopévo Customer C2 OTTWG
O€ aTTEUBEIOG JOVOKATEUBUVTIKA OUVOEDT PETAEU TOTTIKWYV
KOMPBwWV Ceugng CEL (Customer Edge 1) kai CE2
(Customer Edge 2)

To Encapsulation filter gtov d1adIkTUAKO KOUBO £106d0U
PE1 (Provider Edge 1) eicdyel GRE header ye povadiko
KAEIOi yia TTakéTa C1 = C2 (dev 1oxuel yia C2 - C1)

To atmrotéAeopa evBulakwveTtal ue IPv4 header kai
TTpowOeital cav IP datagram atrd Tov Encapsulator PE1
otov De-encapsulator PE2 péow TCP/IP WAN (Internet)
To De-encapsulation filter otov d10dIKTUAKO KOPBO £¢6O0U
PEZ2 (Provider Edge 2) avakTd 10 payload packet kai 1o
TTpowoei oTov C2

Delivery header Required GRE header Payload packet
L A AT A AT A ]
20 bytes 2 bytes 2 bytes
IPvd4 header GRE Flags Protocol Type Payload protocol header and data
ﬁi ‘\
et Required GRE header plus "
PR optional Key field Tl
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VPNs ZE OMOZIMONAIA AIAXEIPIZTIKQN NMEPIOXQN
KoivoTtiké ‘Epyo NOVI (Networking innovations QOver
Virtualized Infrastructures)

« 2uvutrapén o€ dlacuvoeopeva dikTua TTOAAATTAWY VPNS HECW ATTONOVWHEVWY EIKOVIKWY
UTTOOOUWYV JE ao@aAr TTpocBaon TEAIKWV XpNoTwV

« O1€CoualiodoTnuEVOl XPOTEC ONUIOUPYOUV EIKOVIKEC QPETEC - slices atTd «aPIEPWHEVA»
oToixeia - slivers: Virtual Machines (VMs), Virtual (Logical) Routers, Ethernet switches...

* Mn kputrtoypagpnuéveg ouvdéoeig WAN: GRE over IP tunnels oTo Internet & layer 2 VLANS

« [leipapaTikr) uAotroinon: Anuioupyia & Asitoupyia atTopovwpéEvwy virtual slices pe VM’s oTIg
EIKOVIKEC TTEIpAPATIKEG UTTOOONEC PlanetLab (tTrdvw atrd 1o Internet) kot FEDERICA (ue
Ethernet/VLANSs Twv EupwTraikwyv AEI & EpeuvnTikwyv Kévipwy, Twv EBvIKwyY EpeuvnTiKWwy -

Akadnuaikwv AikTowv NRENS kai Tou MaveupwTraikoU Toug Aiadiktiou GEANT)
[_wovieu K= v | [ nowmm Ki=_wovieo ]
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http://www.fp7-novi.eu/
https://www.planet-lab.org/
http://www.fp7-federica.eu/
http://www.geant.org/

Anonymity Network - The Onion Router (Tor)

https://2019.www.torproject.org/about/overview.html.en
http://fossbytes.com/everything-tor-tor-tor-works/

* Tor Project: AekaeTia 1990 pe kpaTtikn xpnuatoddétnon atmmo HIA (Naval Research Laboratory — NRL)

« ATtraiteitan €101kOg browser otov Tor client

« Baoiletal o€ utrepkeipevo (overlay) diktuo eBehovTikwy Tor relays (>7000) ouvdepévwy oe public Internet
routers pe d1AdPONES TTOU CUPPATITOVTAI OTTO AVEEAPTNTEG KPUTTTOYPAPNHEVEG OUVOEDEIC AVAUECH TOUG

* Movortraria (e2e routes) dnuioupyouvTal ATTO PN TTPORAETTOMEVN CUPPAPH OUVOECEWY PETALU TwV Tor relays

* O browser Tou xprioTtn avoiyel Encrypted TLS session atré Tov Tor client otov Entry Node dnuioupywvTtag
Session Key 1

» To session etrekTeivetal o Middle Node péow Node-to-Node Key kal dnuioupyeital Session Key 2

« O Exit Node avoiyel session e Tov Server kal JeooAaBei yia Session Key 3 pe tov Tor client xwpig va
yvwpicel 10 IP Tou Xprotn (anonymity) kaBwg kai Ta Middle Nodes 010 JovoTtrdTi (TTAnv Tou dueca
OUVOENEVOU O€ QUTOV)

* H avraAAayr data petagu user browser kai server Tepva aTTO dIAOOXIKA OTPWHATA KPUTTTOYpd@nong (€€’ ou
Kal onion router)

Entry guard __
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— ==« Not encrypted by Tor
—@y .
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The Deep & Dark Web

Deep Web: Sites un avoiktAc Tpdéoaonc (not indexed by search engines,

mm.X. Google) hitps://en.wikipedia.org/wiki/Deep_web

Dark Web: YTtroouvoAo Tou Deep Web ue trpooTtacia avwvupiag sites &

users 1r.x. Méow Tor https://en.wikipedia.org/wiki/Dark web
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* Onion Service Protocol (hidden services over a Tor overlay)

https://2019.www.torproject.org/docs/onion-services
https://medium.jkala.sh/bloq/2019/4/24/the-dark-web-everything-you-need-to-know
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