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Abstract - Independent-operating attacks in
modern communication networks have become
increasingly popular, affecting significantly the
performance of these networks and causing major
systems to fail. In this paper, we introduce and
design a modeling framework that allows for the
study and analysis of mobile attack propagation in
wireless ad-hoc networks. Specifically, we study
probabilistically the propagation of a worm in a
wireless ad-hoc network, in which an energyconstrained malicious node can move freely in the
deployment region of the network. The choice of a
statistical approach of the problem is motivated by
the dynamic characteristics of the ad-hoc topology
and the stochastic nature of the worm propagation.
Through modeling and simulation, we studied and
evaluated the impact of various parameters
associated with the operational characteristics of
the mobile attack node – such as transmission
radius, mobility, energy – on an outbreak spreading
and the evolution of the network, and obtained an
in-depth understanding of the importance of these
parameters both from the network’s and the
attacker’s perspectives.

1. Introduction
One of the most important issues in modern
computer and telecommunication networks is the
vulnerability of network hosts to several minor or
severe threats. Modern network threats can be
classified into two major categories: those that are hostdependent and those that are able to operate
independently. The first type works on a local host and
essentially cannot affect other connected machines. On
the contrary, the second type is able to migrate from a
host to another, spreading throughout the entire
network.
In wireless ad-hoc networks, where nodes tend to
collaborate with each other in order to provide end-toend multi-hop communications, and at the same time
present several resource limitations, the problem of
threat propagation/spreading poses additional issues
and challenges. In these networking environments, the
problem is further complicated by the fact that they do
not present fixed network infrastructure or
administrative support, while the time-varying nature
of the wireless domains in combination to the power
limitations and the effects of mobility, make the
corresponding topology vary dynamically as time
evolves.

Obtaining an in-depth understanding of the way an
outbreak spreads in a wireless ad-hoc network can be
proven extremely useful in choosing the proper
countermeasures. Similarly, from the attacker’s
perspective, prior knowledge of the specific model that
an infection follows during the spreading phase can
make an attack more efficient and harmful.
The objective of this paper is to introduce and
design a modeling framework, which would allow for
the study and analysis of mobile attack propagation in
wireless ad-hoc networks. Specifically, we study
probabilistically the propagation of a worm in a
wireless ad-hoc network, in which a malicious node
can move freely in the deployment region of the
network. The choice of a statistical approach of the
problem is motivated by the dynamic characteristics of
the ad-hoc topology and the stochastic nature of the
worm propagation.
The rest of the paper is organized as follows. In
section 2 we describe some related work, while in
section 3 the system model and corresponding
assumptions are presented. In section 4 we provide the
detailed description of the attack propagation modeling
approach, while section 5 contains some numerical
results and relevant discussions. Finally, section 6
concludes the paper.

2. Related Work
The propagation of worm programs in computer
networks is similar to the propagation of viruses
infecting members of a closed population. Some of the
elements of the set are infected, and since every
member has established interactions with a subset of
the members of the set, an infection can be propagated
through such existing interactions. At the same time,
there is a possibility that an element can recover from
the infection.
The behavior of such systems has been studied
extensively in the cases of biological organisms, and it
is only recently that similar studies have been
performed in the field of computer networks [1], [2]. In
the case of biological individuals, the emphasis has
been placed on the field of epidemics [3]. The basic
tool used for the analysis of epidemics problems is
differential equations. The number of infected nodes is
the unknown variable of the problem and the objective
is to formulate an ordinary differential equation
containing the unknown parameter. The solution of this
equation yields the number of infected nodes of a
network as a function of time [3], [4], [5]. However,
this approach reveals only the pattern followed by the

percentage of infected nodes, and it does not reveal the
parameters influencing the observed trend. The next
step is to proceed with a precautionary immunization of
several nodes, expecting to block the propagation of
the infection in several critical parts of the network. It
should be noted however that the immunization is
usually random and no special characteristics of the
specific topology are taken into account in choosing
the immunized subset of nodes.
Another approach for modeling the spread of
infections, deals mainly with the propagation of worm
programs in computer networks [5], [6]. The special
operation of such entities (e.g. port scanning, ip domain
attacks) is exploited in modeling and analyzing such
threats. The basic study tool in such cases is simulation
and the countermeasures are again precautionary
immunizations.
A more systematic and theoretic way to deal with
worm propagation contains probabilistic-based
methodologies, where the corresponding processes of
infection and recovery are modeled on a statistical
basis. For instance, for each node there exists a
probability to become infected through a
communication link and similarly one for recovery,
once infected. The corresponding patterns of infection
and recovery are assumed to follow different stochastic
patterns [7]. With respect to the previous model,
analytical tools can be used to predict and control the
behavior of the system dynamically and accurately.
Most of the above approaches mainly refer to wired
networks with static topologies. On the other hand, our
study aims at developing a systematic framework that
allows for the modeling and study of attack
propagation in wireless ad-hoc networks and
incorporates the impact of attack parameters in the
probabilistic method of worm propagation.

3. System Model and Assumptions
In general, at a given point in time, depending on the
various nodes’ positions, the wireless channel
conditions, the transmitter and receiver coverage
patterns, the transmission power and co-channel
interference levels, the wireless connectivity between
network nodes can be represented in the form of
random, multihop graph. In a wireless network, a node
can have connectivity with multiple nodes in a single
physical radio link. For our purposes a node A can
consider another node B to be adjacent (“neighbor”) if
there is link-level connectivity between A and B and A
receives messages from B reliably. Accordingly, we
can map a physical broadcast link connecting multiple
nodes into multiple point-to-point bidirectional links
defined for these nodes.
Throughout our study, we consider a system that
consists of a set of wireless nodes, each with a fixed
transmission radius R . The nodes are uniformly and
randomly deployed over the network region. The
deployment region is a two dimensional space of
specific shape (square, circular, hexagon, etc.).
Furthermore, in order to obtain a better understanding
of the mobile attack propagation model the nodes of
the network are assumed static. However, we consider

that a mobile malicious node, wanders around the
network, therefore infecting the rest of the nodes. This
affects the communication links between the attacking
node and the rest of the network. The nodes of the
underlying network can also infect their neighbors once
they become infected by the attacker or a neighbor of
their own.
As the wireless channel varies significantly over
time, its variations can be statistically described as
small-scale and large-scale variations. In our case, we
average over any large-scale variations (modeled by a
lognormal shadowing model [8]), and discard any
small-scale variations (modeled by a Rayleigh
distribution [8]). Thus, the received signal averaged
over the large-scale variations, has an inverse power
dependence of the distance from the transmitting node,
where the exponent is the path loss constant (usually
determined between 2 and 4 through field
measurements). Consequently, the neighbors of a node
are completely determined by its transmission radius.
All the nodes lying inside the disk centered at a specific
node X with radius equal to its transmission radius are
assumed to be the neighbors of node X.

4. Attack Propagation Modelling
The probabilistic formulation of the problem is
based on the link-probability of infection. There exists
a specific probability that a node having a
communication link with an infected node will become
infected from it1. Thus, we assume a node can become
infected even if it is already infected, in which case the
recovery process of the node is reset. A specific node
usually has more than one neighbor, and therefore if a
subset of them is infected, the node can become
infected from any of those links. The number of
infections that a node receives from a single link is a
random variable, where we assume that it follows
Poisson distribution. This means, that the infection
inter-arrival times on a communication link are
exponentially distributed.
With respect to the recovery process of a node, since
not all the users of the nodes are able to deal with the
infection identically, this process is of stochastic nature
as well. Throughout our study, we assume that the
recovery process follows Poisson distribution, so that
time intervals between successive recoveries are
independent and exponentially distributed. The node
model described above can be mapped to that of an
M/M/1 queue. An infection is mapped to an arrival,
which needs service, and the recovery is mapped to the
service discipline itself, while both arrivals and
services are assumed independent and exponentially
distributed. It should be noted that this formulation
holds true for the whole duration of the attacker’s
lifetime. As mentioned before the attacker (e.g.
malicious node), is allowed to move throughout the
network, infecting the rest of the nodes, until its energy
is exhausted.
1

Without loss of generality, we omit the details of the specific way
the infection occurs, and focus on the infection event itself, as taking
place with a positive probability.

Assuming that the state of each node is binary
(infected, non-infected), the system state is given by a
binary vector, where the rows correspond to the
network nodes and the value of each vector component
indicates infection or non-infection. Assuming a
network with N nodes the state space will have 2 N
possible states. As discussed earlier, there are two types
of events: infections and recoveries. We can easily
conclude that the time intervals between successive
events for a node are exponentially distributed with
rate the sum of the partial rates of infections and
recovery.
Let us consider that there are N nodes in the
network and one attacker. If m denotes the number of
nodes that are non-infected at a given instant, then
there are N − m infected nodes (excluding the
attacker). Supposing an event has just taken place, with
the above assumptions for the infection and recovery
processes, the time interval for the next event is
exponentially distributed with rate:
m

N
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i

i
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i

(1)

where ki is the number of infected neighbors of node
i , μi denotes its recovery rate and λi denotes its link
infection rate. The summation index spans the
sequence of the network nodes where, without loss of
generality, we assumed that the non-infected nodes are
the first m in the sequence. The infection and recovery
processes are all assumed independent of each other.
The lifetime of a malicious node depends mainly on
its available energy and transmission radius. In a
wireless ad-hoc network, for a fixed time interval the
energy consumption is much higher for a node with
large radius rather than a node with a small radius. The
energy depletion discipline is modeled through an
iterative process as follows:

Eavail = E prev − A ( tsp r a ) Estep

node’s energy consumption and lifetime. We also study
the impact of the attacker’s mobility on the evolution
of the network and the spreading of the threat.
Among the objectives of our research work is to
identify the various trade-offs that these parameters
present, in order to provide guidelines to choose the
appropriate values of these design parameters that
achieve the desired performance, both from the
network and the attacker’s point of view.
It should be noted that the performance results
presented in this section constitute a preliminary subset
of results of our performance evaluation process. A
more in-depth and systematic analysis of the proposed
model is still in progress in order to obtain a more
detailed understanding of the way an outbreak spreads
in a wireless ad-hoc network and evaluate the impact of
different mobile attack strategies with respect to a
complete set of operational and performance metrics
and under various static and mobile scenarios.
5.1. Simulation Model
In the following, we consider a wireless ad-hoc
network where the nodes are uniformly distributed in a
square area of 1000m × 1000m , and each node has a
fixed limited transmission range R = 200m . This
radius determines the connectedness of the underlying
network topology. In order to study the impact of the
attacker’s radius on the attack propagation we assume
that the radius of the malicious node may vary among
different simulation instances. Furthermore, for
simplicity in the presentation of the results, we also
assume that all nodes have the same link-infection and
recovery rates (i.e. λ = 0.1 or 0.3 and μ = 0.9
respectively).
The attacker is assumed to move throughout the
network according to a random mobility model with
zero stop time [9]. The speed of the attacker is
randomly chosen in the interval [ 0, vmax ] and its

(2)

direction is uniformly distributed within interval
[0,θ max ) . Throughout our study we consider two cases

where Eavail is the updated energy inventory, E prev is

of θ max , namely θ max = 2π and θ max = π . In the
following, we refer to the first one as random
movement, and to the second one as directional
movement. Occasionally, the node selects again a
speed and direction, independently of its previous
choices.
Due to the finiteness of the deployment region, it is
possible that the attacker will reach the boundary of the
region. To deal with this event, we assume that the
region folds like a torus, so that if a node crosses a
boundary, it reenters the region from the opposite
boundary with respect to the center of the region. The
normalization constant A of the energy depletion
model presented in section 5 (i.e. relation (2)), is
chosen such that the depletion rate ensures sufficient
simulation time for the system to reach its steady state.
The initial energy reserve is set to E = 150 energy
units (eu), the step depletion value is Estep = 0.1eu ,

the inventory before the update, Estep denotes a
depletion step value, r is the transmission radius of the
attacker, tsp denotes the time interval since the last
energy update, a is the path loss constant and A is a
normalization constant, used to represent all constant
factors of the depletion model. Equation (2), essentially
relates the depletion of the available energy with the
transmission radius and the system time (current
lifetime) of the malicious node.

5. Numerical Results and Discussion
In this section, based on the developed model and
framework, we study the impact of various parameters
associated with the operational characteristics of a
mobile attack node on the model behavior, the attack
propagation, and the evolution of the network. This is
achieved via modeling and simulation. Specifically, we
aim at evaluating the influence of the attacker’s radius
on the propagation of the threat in conjunction with the

while the path loss constant a was assumed a = 2.5 .
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Figure 1 - Expected number of infected nodes for random
movement

5.2. Numerical Results and Discussion
Throughout our numerical study, multiple network
topologies and different values of the operational
parameters of the mobile malicious node were used.
More specifically the network size varied from 15
nodes to 100 nodes, while the system was studied for
two sets of values of the attacker’s transmission radius,
i.e r = 150m / 450m and r = 200m / 300m . In addition,
with respect to the mobility of the malicious node
different maximum speeds (expressed in meters per
time unit (m/tu)) were considered and different cases
were examined, including random movement and
directional movement.
In Figure 1 the expected number of infected nodes is
presented as a function of the network size (i.e. number
of nodes) for four different radius-speed combinations,
under the assumption of random movement for the
malicious node. Similarly, Figure 2 presents the
corresponding results for the case of directional
movement, where the mobile threat is now constrained
in the movement direction. Observing Figure 1 and
Figure 2, we notice that the trends of the curves as well
as the corresponding numerical results are quite
similar. Specifically, from both the above figures, we
can easily conclude that, as the network density
increases (i.e. as the number of nodes increase), the
influence of the transmission radius and the node’s
speed decreases. In such cases, the dominant factor in
the propagation of the network attack is the underlying
topology and the way that the infection is propagated
from the other nodes of the network to their neighbors,
while the impact of the movement of the attacker in
this process is relatively insignificant. Similarly, for
sparse topologies smaller transmission radius means
fewer expected number of infected nodes. It should be
noted here however that naturally, the lifetime of an
attacker with larger radius is significantly smaller than
a case with small radius.
The aforementioned remarks can be seen more
clearly in the instants presented in Figure 3. The
infection rate was chosen λ=0.3, the path loss constant
a = 4 and R = 300m thus increasing significantly the
probability of infection for a network node.
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It can be seen from Figure 3, that for denser
topologies the propagation is dominated by the
underlying network, while in sparser ones, the mobile
attacker plays a more critical role. Therefore, from an
attacker’s perspective, for sparse topologies it is more
efficient to increase its transmission radius, to infect as
many nodes as possible, and then rely on the
propagation of the infection among them. On the other
hand, since the impact of the mobility on the average
number of infected nodes is very small for dense
networks, it is more effective to reduce its power, and
stay alive longer in the network, in order to re-infect
the network in case of full recovery. We should note
here that the energy depletion discipline used in our
model is mainly based on the impact of transmission
radius, since it is known that in wireless ad hoc
networks the main part of energy consumption is due to
communication (transmission and reception). However,
it is part of our current research to use models that
incorporate energy penalties due to mobility in the
energy depletion rule and study the corresponding
impact on the respective results.
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In Figure 4 and Figure 5 we present the evolution of
the number of infected nodes as the system evolves, for
different topologies with respect to the network size
(i.e dense and sparse topology). The horizontal axis is
expressed in time units. The two curves in each figure
correspond to different transmission ranges of the
malicious attack node (i.e. r = 200m and r = 300m ).
With respect to the sparser topology, as demonstrated
in Figure 4, we observe that in the case of larger
transmission radius, a greater number of nodes become
infected initially, when compared against the case of
smaller transmission radius. However, as the time and
network evolves, both instants fluctuate around the
mean value of the number of infected nodes, with the
r = 300m instant having slightly higher mean value, as
mentioned before. In the case of a denser topology
(Figure 5), similar patterns are observed as well, with
the difference that eventually the mean value of the two
instants is practically the same. However, as naturally
expected and also observed from these figures, the
attacker’s lifetimes for the two scenarios differ
significantly. It should be noted here that each scenario
is simulated until the energy of the corresponding
mobile attack node is exhausted. Therefore the point of
the horizontal axis where each curve ends represents
the lifetime of the mobile node in every case.

6. Concluding Remarks and Future Work
Worm propagation in computer networks has drawn
much attention recently. While most of the previous
work was mainly aimed at wired networks, our work
emphasizes on the introduction and design of a
probabilistic framework for the spreading of an active
mobile worm in a wireless ad-hoc network, where the
attacker is energy constrained.
Based on the proposed modeling framework, we
studied the impact of various parameters associated
with the operational characteristics of the mobile attack
node – such as transmission radius, mobility, energy –
on the attack propagation and the evolution of the
network.
The
corresponding
outcomes
and
observations, on one hand, can be used from the
attacker in order to develop a more effective and
harmful strategy. On the other hand, however, an indepth understanding of the way an outbreak spreads in
a wireless ad-hoc network can facilitate the choice of
the proper countermeasures.
One of the recent approaches towards this direction
for the case of wireless ad-hoc networks, are those that
exploit the ability to control the topology of such
networks. The basic idea behind such methods is that a
node can adjust its transmission power to vary its

transmission range and consequently the connectivity
with several neighbors. Thus, if there is sideinformation for a threat, a node can reduce its range to
disconnect from potentially infected neighbors.
Another way of altering the underlying topology to
avoid malicious attacks is to allow various network
nodes have mobility capabilities. A mobile host can
take advantage of the side information to move away of
areas of potential increased danger. Studying the
impact of such techniques in the propagation of active
threats in wireless ad-hoc networks, is part of our
current and future research.
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